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1. VISION , MISSION OF THE INSTITUTE & DEPARTMENT

Vision of the Institute

To empower female students with professional education using creative & innovative
technical practices of global competence and research aptitude to become
competitive engineers with ethical values and entrepreneurial skills.

Mission of the Institute

« To impart value based professional educationj'_f;;t_ﬁi_'ough creative and innovative

teaching-learning process to face the --global___:_--"'éhallenges of the new era

technology.

e To inculcate resea,r h pﬁtudea_nd é-ﬂt.t) bnng out creativity in students by
imparting engineering knowledge imbibing interpersonal skills to promote
- innovation, research and entrepreneurship.

Vision of the Departme'_n:t

To achieve

cellent standards on par
with. evol 23 [

standards with

Mission of the Department

M1: To enrich advanced knowle v
knowledge and develop ca
problems.

M2: To impart value based prc
Computer Science and Engii

atributing to the socio-economic development

and welfare of iety th N i
e of the 3001%\513 4 ._Esq_li_\\ue based education. c,l/“i—“f/ " .
ff ~ __.‘_.‘.: .,‘-_ \. .~—'—-' -
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2. PROGRAM EDUCATIONAL OBJECTIVES(PEO)

PEO1: To acquire logical and analytical skills in core areas of Computer Science &
Information Technology.

PEO2: To adapt new technologies for the changing needs of IT industry through self-
o study, _-gréauate work and professional development.

PEO3: To dcmonStFﬁte professional and ethical attitude, sof.: skill

leadership skills

i s, team spirit,
‘and execute assignments to the perfection
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3. PROGRAM OUTCOMES (POs)

1.Engineering Knowledge: Apply the knowledge of mathematics, science, engineering
fundamentals, and an engineering specialization to the solution of complex
engineering problems.

¢ 2.Problem Analysis: Identify, formulate, review research literature, and analyze complex
engineering problems reaching substantiated conclusions usmg first principles of
mathematics, natural sciences, and engineering sciences.

3.Design/Development of Solutions: Design solutions for complex engineering
problems and design system: components or processes that meet the specified needs
with appropriate consme,r ~for the pubhc health and safety, and the cultural,
societal, and envxronment_al considerations.

4.Conduct Investigations of mplex Problems Use research-based knowledge and
research methods including.design of expenments analysis and interpretation of data,
and synthesis of the mfonn____tmn to provide vahd conclusnons

. AEs - and cultural issues
responsnbllltles relevant to the pro a

7.Environment and Sustainabili Understand the impact of the professional
engineering solutions in societal ironmental contexts, and demonstrate the
development. 4

n effectlvely as an individual, and as a member

or leader in diverse teams, and in r% tIdlSClleI’laI'y settings. J(_L/\
P .

10. Communication: Communicate complex engmeermg acn\&tﬁgﬁ with the

engineering community and wit , such as, bein phich
Wi mllnsﬂt
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and write effective reports and design documentation

» make effective presentations,
and give and receive clear instructions.

11.Project Management and Finance; Demonstrate 'knowledge and understanding of

the engineering and management principles and apply these to one’s own work, as a

member and leader in a team, to manage projects and in mult
environments.

idisciplinary
® 12 Life-Long Learning: Recognize the need f__dr, and have t_he.- preparation and ability to

engage in mdep:endgn and life-long learning in the broadest context of technological
change. ' i ' 5

|
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4.PROGRAM SPECIFIC OUTCOMES (PSO’s):

PSO1: Software Development: Ability to grasp the software development life cycle of

software systems and possess competent skills and knowledge of software design
process.

L

PSO2: Industrial Skills Ability: Ability to interpret fundamental concepts and
methodology of computer systems so that students can understand the functionality of
 hardware and software aspects of computer systems. -

PSO3: Ethical and;;j_ﬂsig_t_;i_al' Responsibility: C_bmmunic_a.té---:é'ffectively in both verbal and
written form, will have knowledge of professional and ethical responsibilities and will
show the understanding of impact of engineering soiﬁﬁoﬂéj_ on the society and also will
be aware of contemporary isst :
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5.SYLLABUS-COPY:
IIT Year B.Tech. CSE I-Sem L T P ¢
3 0 o0 3
Prerequisites

1. A course on “Programming for problem solving”
2. A course on “Data Structures”
Course Objectives
1. The objective of the course is to equip the studqué wlth a general overview of the
concepts and fundamentals of computer networks,
2. Familiarize the students with the standard models for the layered approach to
communication between machines in a network and the protocols of the various
layers. o
Course Outcomes SR ey
1. Gain the knowledge of the basic computer r
2. Gain the knowledge of the functic
model. :
3. Obtain the skills of subnet

tm;ork technology.

Wireless transmission.
UNIT - II

Data link layer: Design issues, fram
Elementary data link protocols: simple

an error-free channel, A simplex stop &
Sliding Window protocols: A one-b
Back-N, A protocol using Selective Rep:
Medium Access sub layer: The
protocols: ALOHA, Carrier sense mu
Wireless LANs, Data link layer switching.
UNIT - III

Network Layer: Design issues, Routing
Hierarchical routing, Broadcast, Multic

V_r detection and correction.
col, A simplex stop and wait protocol for

g window protocol, A protocol using Go-

xample data link protocols.

allocation problem, Multiple access
ccess protocols, collision free protocols,

PRINCIPAL

2 |¥ mﬂlmm’%‘:%g@m

ions of each layer in the OSI and TCP /1P reference

it hoindiHgrers o o

9
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Control Algorithms, Quality of Service, Internetworking, the Network layer in the

internet.
UNIT - IV

Transport Layer: Transport Services, Elements of Transport protocols, Connection management, TCP
and UDP protocols.

UNIT -V

Application Layer ~Domain name system, SNMP, Electromc Meul the World WEB,

TEXT BOOK: .
1. Computer Networks -- Andrew S Tanenbaum, David.
Edition. Pearson Education/PHI

REFERENCE BOOKS:

1 | An Englneenng Approach to. computf:r Netwo S
2.  Data Communications and Networking — Bet

WEBSITES LIN KS:

™ HTTP, Streaming audio and video.

rouzan. Third Edition TMH.

v, 2nd Edition, Pearson Education
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6.COURSE OBJECTIVES:

The main objectives of the course are:

¢ To introduce the Fundamentals of data computer networks

* To demonstrate the TCP/IP and OSI models with merits and demerits
m * To demonstrate the Functions of various protocols of Data link layer.
e To demonstrate Functioning of various Routing protocols e

To introduce the Functions of various Transport laye ""*protocols TCP/UDP
e To understand the significance of application layer protocols
e To introduce the fundamental internet workmg prototocols

7. COURSE OUTCOMES

Course COMPUTER NET WORKS
Course Code: CS503PC :

Upon completion of the course the

_. Blooms
) Taxonomy
Levels
terpret the basics of Computer Networks an "BL2
e Generalize functionalities . rvices of each layer of OSI =~ | BL 5
CSS503PC.2 | model. ;

. -Expléjns the concept of da _ing and e;jfor Control - ST E
CS503PC.4 Compares Different routmg aod Transport protocols BL 5
CS503PC.5 illustrate with world wide web conoept BL3

/ ] - .
fﬂf’)fd X
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8,INSTRUCTIONAL LEARNING QUTCOME:

UNIT I: NETWORK AND PHYSICAL LAYER

At the conclusion of this unit student should be able to:

1. Know the basics of Internet.

2. Describe the:'O_SI and TCP IP reference models.
3. Compare both the models.
4

. Describe Guided;{hﬁd Unguided transmission.
UNIT II: DATA LINK '-'-L'AYER

At the conclusion of this unlt student should be able to -
1. Know the basics of node

node commumcatlon

. Know the error detec'uon k& d.correctlon techmques(CRC]

2
3. Know the Go-Back-N SR error dete Itmn protocol
4
5

. Gain the Knowledge of Chatitis all n and collision protocols.

ing techniq

]

A Explam routmg algonthms of br 'adoast and multicast

d"“l/ A
PRINCIPAL
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3. Explain TCP Service Model.

4. Know about congestion management

UNIT V: APPLICATION LAYER

At the conclusion of this unit student should be able to-
1. Application Layer services.

o

2. About client-server application.

3. Discuss HT’I‘P_, FTP, electronic mail, TELNET, DN

PRINCIPAL
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9.COURSE MAPPING WITH PEO’S AND PO & PSO:

a0l ¢+l vl ol n]lo|l ol © 4 O] ~ & o

co olo|lo|lo|lo|lo|l ol ol o ol ol & 21 921 9

P ) R} R R R R A RED O 2 eloR

'CS503PC.1 | 3 1 2 1 2 1 1

CS503PC.2 | 3 | 3 2 2 {.1t 113

Ccss03PCc.3 | 3 [ 2 | 3 2 243 | 1| o

CS503PC4 | 3 | 3 | 3| 3 2 24w 2 | 1

CS503PC.5 | 2 | 3 3 dioidno | 3
PO/PSO

e 2.8|2.4 9 14|1.2
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DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

TIME TABLE:2021-22

Class:1II B.TECH I SEM-CSE A

WEF:06-09-202]

ROOM NO:ATF-1

INCHA §

Head of the
Computer Science €

Vgnamrsme { Managzment
ln uL'gn hl i hatke: cF it

J
o

i b T
fwi.;;"-': frdimaviha]

1 2 3 4 - 5 6 7
: 10.35- _ —112:25- 2
Day/Time 8:55- 9:45- 10-45 | 10:45- | 11:35- o01:10 | 01:10- 02:00- 02:50-
9:45 10:35 | ") 11:35 | 12:25 || 02:00 02:50 03:40
Monday FLAT WT Al CN €SE/AECS LAB >
Tuesday WT CAECS/ B | ON&WTLAB > | IRS Al SE
Waslnesday PPL Al R SE WT U COUN IPR IRS
| 4 E N
Thursday SE CN A Al FLAT C IRS PPL WT
Friday N conewry | K SE LAB > H LIB FLAT PPL
Saturday IRS FLAT IPR PPL CN SE SPORTS
o Subject Name Faculty Name
Code
WT Web Technologies Mr. M Uday Kumar
FLAT [Formal Language & Automata Theory |Dr.G.Apparao Naidu
SE Software Engineering Dr. A .Sudhir Babu
Al Artificial Intrelligence Dr. C. Srinivasa Kumar
d CN Computer Networks Mr Ch Sunil
PPL Principle of Programming Language Ms.Kavya Jupaka
IRS Information Retrieval System Mr.Sharath Thammishetti
. : Dr. A .Sudhir Babu /
Soft E .
SE oftware Engineering Lab Mrs V Sirisha
CN&WT Computer }Ietworks & Web Mr. M Uday Kumar /
Technologies Lab Mrs K Prathyusha
AECS  [Advanced Communication Skills Lab |Mr. Y .Satish I
: A AN\
IPR Intellectual Property Rights W&N .Chandana ’j;:j
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TIME TABLE:2021-22
AY :2”2 1-22 \\Jl‘: k- 0()-09—2"2 1
Class:ill B.TECH I SEM-CSE B ROOM NO:ATF-1 -
! 2 3 4 = 5 6 7
10.35- = 12:25-
Day/Time 8:55- 9:45- I[}]°435 10:45- 11:35- 01:10 01:10- 02:00- 02:50-
9:45 10:35 ‘ 11:35 | 12:25 ' 02:00 02:50 03:40
Monday Wi ECAECS/ CN&WT LAB > IRS Al SE
Tuesday PPL Al B SE %) T COUN IPR IRS
Winesday SE CN :: Al FLAT U IRS PPL WT
—_— 1, hl
Thursday CN CONEWT/ | A SE LAB > C LIB FLAT PPL
Friday IRS FLAT K CN PPL H IPR SE SPORTS
Saturday FLAT W1 Al CN ¢SE/AECS LAB -
Sgl;{ic:! Subject Name Faculty Name
WT  (Web Technologies Mr. Vishnu Vardhana Rao
FLAT [Formal Language & Automata Theory Dr.G.Apparao Naidu
SE Software Engineering Mrs V Sirisha
Al Artificial Intrelligence Mrs. Mote Swathi
f"\. CN Computer Networks Mr Ch Sunil
IRS  [Information Retrieval System Ms.Kavya Jupaka
PPL  |Principle of Programming Language Ms.Ch.Mounika
- " Dr. A .Sudhir Babu /
SE Soft Eng . &
oftware Engineering Lab Mrs V Sirisha
Computer Networks & Web Technologies |Mr. Vishnu Vardhana Rao /
CN&WT
Lab Mrs K Prathyusha
AECS  |Advanced Communication Skills Lab Mr. Y.Satish A C/‘l»/\ \
IPR  [Intellectual Property Rights Mrs.K.Chandana  ~ \FRINCIJAL
MIIWW & Tachwolagy For Wome
N M), Medchal-Malkaj
ol I@% Kondibuﬂwlsh"é‘ °'|“:ﬁf{ ) ra|State
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DEPARTMENT OF COM PUTER SCIENCE AND ENGINEERING
INDIVIDUAL TIME TABLE:2021-22

AY:2021-22
faculty Name: Mr. Ch. Sunil

WEFI06-69-2021

T T P S S A A B
. %_,_._ . 10.35- 3 4 — | ]2:25:-_1_.__]——-:._.2____—____-’?____
Day/Time 8:55- 9:45- 10:45]| 10:45- 11:35- 01:1¢] 01:10- 02:00- | 02:50-
9:45 10:35 | 11:35 12:25 ) 02:00 | 02:50 | 03:4¢
Monday CN N
(CSE-I11-A)
Tuesday -
YD) dnesday oN | g L T
B (CSE-B)| o U ]
‘T'hursday CN CN E N
(CSE-II-B) | (CSE-11-A) | 4 C
Friday CN " CN H
(CSE-111-A) (CSE-111-B) _
Saturday CN CN
(CSE-111-B) (CSE-111-A)
| I i
’>Subjcct r . "
Code Subject Name Faculty Name
L CN Computer Networks Mr.Ch.Sunil
o

b P

PRINCIPAL
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12.JUNTUH & DEPARTMENT CALENDAR

Department of Computer Science and Engineering

JAWAHARLAL NEHRU TECHNOLOGICAL UNIVERSITY HYDERABAD
Academic Calendar 2021-22
B. TECH/B.PHARM. I11 & IV YEARS 1 & 11 SEMESTERS

1SEM
N Duration |
5. No Description T T
|| Commencement of | Semester classwork (6093021 ]
1* Spell of Ingtructions (ineluding -
2 | Dien R 06.09.2021 aa.n.zqzl.(sl Weff‘)m
3| Dussehra Recess 11102021 | 16102001 (I Week)
4 | First Mid Tem Examinations [ 08.112021 | 13.11.2021 (1 Week)
s | Submission of First Mid Term Exam Matks 2011901 |
to the University on o before e --
6 1 2™ Spell of Instructions 115012021 | 08.01.2022 (8 Weeks) |
7| Second Mid Term Examinations 10012022 | 18.01.2022 (1 Week)
Preparation Holidays and Practical .
e |19012022 | 250120221 Weeh |
Submission of Second Mid Term Exam !
* | Matstothe University on or before oo |
10 [ End Semester Pxaminations _——— [27012022 | oownam1 LA~
) =
PRINCIPAL

Vignan's Institute of Management & Technology For W
Knnﬂlpur(V],Ghsmm[m.Medchal-lhlka}glri{ﬂﬂgm

Telangana State

- =




VIGNAN’S INSTITUTE OF MANAGEMENT AND

TECHNOLOGY FOR WOMEN

Sponsored by Lavu Educational Society, Approved by AICTE, New Delhi & Affiliated to INTUH, Hyderabad
Kondapur (V), Ghatkesar (M), Medchal - Malkajgiri (D) - 501 301 Phone: +31 96529 10002/3

Department of Computer Science and Engineering

13.LECTURE SCHEDULE

(VMTW/ACD-1/21)

Academic Year : 2021-2022
Year & Semester : 3 year, 15t Semester
Branch : CSE
Section :A&B
Subject Code & Name : CS503PC & Computer Networks
Name of Faculty : Ch.Sunil
: Blooms
Course Code Course OQutcomes Taxonomy
: e Levels
CS503PC.1 Ioterpret the basﬁ“if;’_'s of ?omputer N e'_Lwork's and various protocols BL 2
CS503PC.2 Generalize functiooé:lii:ies and services of each layer of OSI model. BL 2
CS503PC.3 Explains the concept of data 4 amlng an E.rror control mechamsms BL 2
CS503PC.4 Compares leferent routmg and Transport protocols BL 5
CS503PC.5 Illustrate w1th world w1cie web oonoept BL 3

Expected dst'e--of 2
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14.UNIVERSITY QUESTION PAPERS OF PREVIOUS YEARS:

Code No: 135AF l R16

JAWAHARLAL NEHRU TECHNOLOGIC AL UNIVERSITY HYDERABAD
B. Tech ITI Year I Semester Examinartions, November/December - 2018
DATA COMMUNICATION AND COMPUTER NETWORKS
(Comunon to CSE, IT)
Time: 3 hours Max. Marks: 75

Note: This question paper contains two parts A and B.
Part A is compulsory which carries 25 marks. Answer all questions in Part A Part B
consists of 5 Units. Answer any one full question from each umit. Each question carnes
10 marks and may have a_ b, ¢ as sub questions,

PART - A
(25 Marks)

l.a)  List various components in a network. [2]

b)  List and define different network tapologies. [3]

¢)  Define bit stuffing and character stuffing. 2]

d)  Briefly discuss about ALOHA_ (3]

e) Why the class C is most commonly used Network class? (2]

f)  Discuss how address mapping is perfonmed. [3]

g) Mention Congestion Prevention Policies and how does it work. 2

h)  Flow control and Error control both are properties of Transport Layer and Data l.ml:
Layer. What you think is it duplicity of properties in both layer or is it ok? Comment

3
1)  Define SNMP protocol. k %2%
J)  Discuss the properties of file transfer protocol. [3]
PART-B
(50 Marks)
2 With a neat diagram explain the OSI reference model in detail? Explain the functions
performed in each layer. [10]
OR

3 What is multiplexing? Explain in detail about various types of multiplexing. [10]

X+x+1. A sender want to send data 1001. Generate CRC code. Also describe error

checking process if 3" bit is inverted from the left. [10]
OR
S. What is high level data link control (HDLC)? Explain HDLC frame format in detail.
[10]
6. W_'hal_ is classful addressing? Discuss class A, class B, class C, class D, class E address
with its range in decimal dotted notation and example. [10]
) OR
7. Give an example to explain any one of the multicasting routing algorithm [10] .
A ’; 1/"\ =~
PRINCIPAL
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8 Discuss the transport laver service primitives. What do vou understand by 3 way hand

shake Technique? Also discuss the TCP connection management. ' [10]
OR
9. Compare and contrast between mtegrated services and Differential Services. [10]

10.  Explain name — address and address — name resolution process.

[10]

OR 3
o 1. Describe the various parts of e-mail address and show the process of sending and
- feceiving e-mails, [10]
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Code No: 115DT R13
JAWAHARLAL NEHRU TECHNOLOGICAL UNIVE RSITY HYDERABAD
B. Tech III Year I Semester Examinations, November/December - 2017
COMPUTER NETWORKS
(Common to CSE, IT)
Time: 3 hours Max. Marks: 75

Note: This question paper contains two parts A and B.
Part A is compulsory which carries 25 marks. Answer all questions in Part A. Part B
consists of 5 Units. Answer any one full question from each unit. Each question carries
10 marks and may have a, b, ¢ as sub questions.

PART - A
(25 Marks)
1.a)  Write the advantages of optical fiber over twisted-pair and coaxial cables. [2]
b)  What are the advantages of having layered architecture? [3]
¢)  Briefly explain the difference between switch and router. [2]
d)  Sketch the Manchester encoding for the bit stream: 0001110101. [3]
e) Givethe advantages of hierarchical routing. [2]
f)  Differences between CO and CL. [3]
g) Explain DHCP. [2]
h)  What are the functions of ICMP? [3]
1) What is the architecture of WWW?2 [2]
1) Explain the differences between POP3 and IMAP. [3]
PART -B
(50 Marks)

2.a)  Compare and contrast the OSI and TCP/P reference models.
b)  What are the different types of error detection methods? Explain the CRC enor

detection technique using generator polynomial x*+x°+1 and data 11100011, [5+5]

OR
3.a)  Discuss about the various transmission media available at the physical layer.
b)  Explain about GRN Shiding Window Protocol. [5+5]

4.a)  Explain the differences between the switching methods.

b)  Elucidate the CSMA schemes. +3 1
OR (’/ﬁ)\
5.a)  Illustrate the frame ture of IEEE 802.3.

st Al

b)  Givea detail pofé anith A :
) Giendy AN REIA protacols. wgian's Instituta of Managhriént B Technology L
6.a) Elucic!ate 'staaace%ﬂﬂ,rﬁ '_"1 ng Algorithm with example. Kondapur(V).Ghal;:l':r{:‘:fl::ﬂg:::L“hW |
b)  Describe t ﬁ-ﬁpg‘obk;":_j.a;gj@:‘a utions associated with distance vector routing, [5+5]
- WS\ e IS or
7.a) Expla;n the generai’ ‘of congestion control. 28
b)  Describe co&' ol datagram subnets, [5+5]
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8.a)
b)
9.a)

10.a)
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Elucidate the special IP addresses used in intemet,

Discuss the significance and the operation of NAT. [5-5]
OR

Hlustrate the connection establishment and release in transport layer.

How crash recovery is managed at the transport layer? [5+5]

Explain Real-time transport protocol.
When user elicks a hyperlink, what are the steps that occur between the user’s click and

the page bemg displayved? [5+3]
OR

Wirite short notes on the following: [10]

(a) MINMIE (b} Audio compression {c) DNS (d) Voice over 1P,

PRINCIPAL

Kondaput(V),Ghatkesar(M),Medcha
—— Telangana State

Yignan's Institute of Management & Technology gmm




VIGNAN’S INSTITUTE OF MANAGEMENT AND
TECHNOLOGY FOR WOMEN

Sponsored by Lavu Educational Society, Approved by AICTE, New Delhi & Affiliated to IJNTUH, Hyderabad.
Kondapur (V), Ghatkesar (M), Medchal - Malkajgiri (D) - 501 301 Phone: +81 86529 10002/2

Department of Computer Science and Engineering

Code No: 125DT RI S
JAWAHARLAL NEHRU TECHNOLOGICAL UNIVERSITY HYDERABAD
B. Tech I Year I Semester Examinations, May - 2018
COMPUTER NETWORKS
(Commen to CSE, IT)
Time: 3 houry Max. Marks: 75

L’ Note: This question paper comains two paits A and B,

e Part A is compulsory which carries 235 marks, Answer all questions in Part A, Part B
conststs of 5 Units. Answer any one full question from each unit. Each question camries
10 marks and may have a, b, ¢ as sub questions.

PART-A
(25 Marks)
La)  'What 1s Intemet. Differentiate it from intranet. (2]
b) Discuss the design issues of data link layer. 3
¢) When do we use huhs? [2]
d)  Whalt are main functionalities of routers? What is purpose of using multiprotocol
routers? [3]
What is optimality principle? [2]
Discuss congestion control algarithms on brief [3]
What is CIDR addressing [2]
Discuss the principles of intemetworking, [3]
What is silly window syndrome? [2]
Draw TCP and UDP Leaders. [3]
PART-B
(50 Marks)
Compare and contrast OSI and TCP/IP reference models. Critique on each model. [10]
OR
3.a)  Explam sliding window protocol. L
b)  Describe go back N protocol, [5+3]
4. Define collision. Explain collision free protocols. Mention advantage of cach protocol,
- [10]
5. Explain the following: .;b%/dv"\
a) Bridges = o
b) Gateways PRINCIPAL
<) Repeaters.

Vigran's Instituta of Manag@me & Technology For Wow
2 \\ . Koﬂndlpur{V),Ghatknar[Ml.Modchal-Nalka}gld{Dl)—&O‘lM
iz 1linn is ‘count to mfiniyél ghgena State
fidistead of delay, helps in solvin g

6.a)  The major problem with dista
exchange complete path fo
count to infinity problem.

b)  Explam the design issues of n [5+5)
30
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8. Given a network address of 192.168.100.0 and a subnet mask of 255.255.255.192.
a) How many subnets are created?

b) How many hosts are there per subnet? [5+5]

OR

9.a) Discuss ICMP Messages.
b)  Explain Tunneling in Internet layer. [5+5]
)

10.  Ilustrate the TCP connections, TCP releases with state transition diagram. [10]

OR
11 Describe DNS with diagrams and real-time examples. [10]
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15.UNIT-WISE QUESTION BANK MAPPING WITH BLOOMS
TAXONOMY LEVELS AND COS

UNIT-WISE QUESTION BANK:

)
o

Unit-1(Computer network Introduction) Blooms level
Give the different architecture of computer network
List different network hardware components

Compare bridge and routers

Define a) Bridge b)repeaters c)HUB d)routers

Explain categories /types of computer Networks.
Give the character /features of computer network

Give toplolgy oc computer networks

Give various data transmission mode

Give uses /application of computer network ;
what is network software? List various functions of Sol
| What is layered archltecturc‘? Cnve elements of lay ;
a:ch:tecture

1
1
1
1
-
v 1
1
1
1
1
1

et f et | et | s | [ | | |

(=T R

[
L

— | —
(TR =S

J | —

e of software in network
I Reference model

2

Explain various transmission modes 2
Explain applications of computer network. aeal 2
Explain various t0polog|es of computer network 2
gy

2

_| Compare Twisted pair and coaxial cable transmission media
| Compare guided and unguided transmissio; sion medla
: unit-—z (Data link layer)

—

Dala link layeror link | 1 2

Give the design aspect of data link lay'
What are the DLL sub layers. : H

What are services provided by DLL layer to Network layer .~
What is framing ? list various framing m a
Explain briefly is physical layer v:olatx(@v,ﬁehﬂque\ A For Woms
What is error detection and error correc&‘lpﬁ«"””dspur vNZ\ § 1 ‘ o

ole|a|un|alwiw

hgs
List various error detection Iechmqug%c { {uw:;;f”). \
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11 | Give algorithm of CRC error detection method.

12| Give different approaches to flow control

13 | List various flow control protocols

14 | List taxonomy of MAC protocols

15 | Give the features of IEEE 802.11

el e e T

Long answers

Explain services provided by data link layer

What is frannng ? explain different types of framing tecniques

Au|ra|—

Elicitate variuos services provided by DLL to network layer

the CRC error detecuon technique using generator polynomlal
x4+x3+1 and data 11100011

What are the different types of error detection methods? Explam g '

SIS

5 | Explain Hamming code method of error detection and
correction with example.

6 | Explain CSMA and its versions

138

7 | Compare CSMA/CD and CSMA/CA

3% ]

[3=]

down b) Adaptive tree walk protocols

b List variuos collision free protocols .Explain a) Bmary count o

%)

9 | Explain PCF and DCF in’ 802.11

]

K2

10 | Explain in detail 802.1 Istandard.

b

(48]

_Unit-3-Network layer

Explain shortest path rout "g algoﬂt} ——

Compare adaptive and

Compare IPv4 and IP

[SS ARSI RS RN S § o

'I.tmg methods.

¢ LOSR LOV) FOY KPNH [UCY FTN)

Layer

%GIVWFIOUS services provided by. transport iayer

Explain elements of transport layer

Explain characteristics factors of QoS

Explain crash recovery mechanism in transpgrt layer

Compare TCP and UDP protocols

Describe in brief about TCP segment Hez der

Explain congestion control methods

Explain upward multrpiexmg and downward ‘multiplexing

Explain in brief about TCP connection estahhshmem and
Release.

(S ESTINIINT ST INYING [Ny

-th-hsh.h-&h&_-_l&-l;i"_-h

10 | Describe in brief about TCP segment Header' .

Lh

I1 | Explain congestion control methods

3]

B s

12 | Explain AIMD congestion control method

[28)

UNIT-5: Application layer

—y

Explain worklg&anple of dopaa

\

o 5

2| Explain services provided by #al

P

INCIPAL

3 | Explain Domain name syqtcﬂ‘“ / Gf;a ’Pw(y
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4 | Describe video streaming Using a Media Server and RTSP 5 5
5 | Explain working principle of domain name system. 2 S
6 | Explain working of Email in detail 2 5
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16. UNIT WISE QUIZ QUESTIONS (MCQS AND FILL IN THE BLANKS)
WITH ANSWERS

UNIT-WISE QUIZ QUESTION

UNIT-I ; Answer
| | The physical path over which a message travels. ; B

A. Protocol B. Medium C. Signal D. All the above
2 | The information to be communicated in a data communications system is the C

A. Medium B. Protocol C. Message D. Transmission
3 | Frequency of failure and nctwork recovery time after a failure are measures of B

the of a network.
A. PerformanceB ReliabihtyC Security D. Feasﬂnhty

issue. o3 c

'“"ecunty D.All the above '

5 B
6 Whlch topology rcqu:res a.rnuItlpomt connccnon‘? i B
A. Mesh B. Bus C. Ring D. Star i =
7 | Communication between : A
transmission.
C

art:__Speclal mtefest groups that ¢ qtirckl t, evaluate, and stanﬂéi"dize:ﬁt}‘
technologies e #

- | A.Forums B.Re cgulatory agencies C taﬁdards organizations D.All of the abov

10 | is the protocol suite for the current itern

ATCP/IP B.NCP C.UNIX

FiLL in the Blanks W

I |Ina connection, two and onl' ¥ devices are connected by a dedicated Point-to-point
link. o

2 refers to the physical or logical arrangement of a network _ | Topology

3 In the original ARPANET, directly connected together. IMPs

< refers to the structure or fi f the data, meaning the order in which syntax
they are presented.

5 |A is a data communication LAN
or between nearby buildings. :

6 |A is a data communication system spanning state , countries, A 1 w7
M e Y p g S, countries ;r_t)her ’K}/ CL/WAN

7 . is a collection of many s ;‘;ﬂﬁ"'?h- O

8 No of layers in ISO-OSI réfc
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9 [ was the first network ARPANET
10 | Wireless technology refers to IEEE 802.11 |
| Answer Key:
~ | UNIT-2(DLL) - i
] _Data link control deals communication A

A. node-to-node B. host-to-host C.process- to-process D.none of the above

2 |.In There is no need of defining framing, boundaries of frames. A
A. fixed-size B. variable-size C. standard D.none of the above

3 |In framing, we need a delimiter (flag) to define the boundary of two B
frames. n ,
A. fixed-size B. variable-size C. standard D. none of the above

4 |Ina protocol the data section of frame is sequence of . B
A. byte-oriented B. blt-onented C. either (a) or (b) D. None

S |In protocols, we use _ A
A.character-oriented; byte t;;_fﬁng B. character-oriented; bit stuﬁ' ng
C. bit-oriented; character stuffﬁlg D.none of the above .

6 | Bit stuffing means adding tra 0 to the data wctlonv-'of the frame when ther C

is a sequence of bits : ' '
A. header B. trailer ¢ ;

7 control refers to a set of p ocedures used to rcstnct th amount of data that the A
sender can send before waiting for acknow
A. Flow B. Error C. Transmission D

8 | The Simplest Protocol and the Stop B

A.noisy B nolseless

| 'A.Tigh
| C. Half-duplex digit | link combinat on .

duplex line communication:

Fill in the blanks :?4?1.-' H

no.

2 Ga—Back-N AR, if frames 4, 5, and;i ved successfully, the receiver 7
may send an ACK to :
3 | ARQ stands for -==--m-e : Automatic Repeat
: : i _ Request
4 For Stop-and-Wait ARQ, for 10 dat = acknowledgments are Exactly 10
required
5 | In Selective Repeat ARQ, if 5 is the £ bits for the sequence number, 16
then the maximum size of the send WoTITUS be —
6 | In Stop-and-Wait ARQ we use s ugneen number the frames. The { Mydulo-2
i sequence numbers are based on,‘?— 4ri Q. "kﬂ X
7 |In , the station configurdtion 4 tancedwe have one primar il
station and multiple sccondary : 4 %b j@% > Vignan' slﬂ!lﬂr{l of Man gament &[%ulﬁﬂlr
8 | InPPP, is a three-wa; \[—shz ’dl;}zﬁqlﬂcatmn provoél GAB

'\
pes GOt

r Wome.
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= e T .
the password is kept secrete it is never sent online

HDLC stands for -~

High level data link
control

In the ——----—- protocol we avoid unnecessary transmission by sending only

frames that arc corrupted

UNIT-3(Network-layer)

_The IPv4 consists of

__A. 4 B8 C.32 D64

Identify the class of the following IPv4 address :4.5.6.7
AA BB C.C D. none
What is the first address of a block of classless addresses if one of the addresses

is 12.2.2.127/287 S

A.12.2.2.0 B.12.2.2.96 C.12.2.2.112 D. None )

4 | Inthe forwarding full IP address of destination is given in the routing table N 7
A. next-hop B. network-specific C. host-specific D. default i

5 | The use of hicrarchz in routing table, what happens to its size Aes C
A.reduce B.increase C.both a and b D.none s

- |6 | What deals with the issuc of creating and maintain routing table B
1. | AForwarding B.Routing C.DirectingD.None :

7 | Which routing table is updated periodically using on B
protocols i & '
A.static B.dynamic C.hierarchical D.None' g

8 | For the purpose of routing the internet is divided into = C
A.WAN B Autonomous network C Autonomous system D.None

9 | Routing between autonomous systems is referred to as it

A.inter domain routing B.intra domain routingé_
C.bothaandbD.none
In which routing least cost route
minimum distance '

Fill in the Blanks

1 Classless
addressing
2 Longest mask
. matching
3 20 to 60 byte
s i lon
4 | --—-is necessary part of IPv6 datagram’ : ; Base header
5 nIPv6,the-----———_ field in the base header restrict the lifetime of the datagram Hop limit
6 The ——---—- protocol is the transmission mechanism used by the TCP/IP 4 1P
7 | InIPve, options are inserted between the ~------and -——___ data r m
sl ! upper layer data
8 | IPv6 allows—-— security provision than IPv4 ’ |
9 | The sender is a router that has 1528 To e or Women

Uralnp-501301

On another network . The logjdalatidress-ik
10 | ICMP message is divided
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reporting message

UNIT4 - ) S

1 One of responsibility of transport layer is _ B
A.Host-to-host B.process-to-processC.node-to-node D.None ]
2. | UDP and TCP are which layer protocol ~ C B
A.data link B.network C. transport D.none ]

3 Although there are several ways to achieve Process-to-process communication A

,by which of the following way

A.client-server B.client-client C.server-server D.none
4 | A port address in UDP is B
A.8 B.16 C.32 D.Any e

5 | UDP packets are called A
A user datagrams B.segments C_frames D.None
6 | What way we can avoid traffic congestion A

A.congestion control B.quality of service
C.either (a) or (b) D.both (a) and (b) :
7__| By which factor we can create appropriate environment for trafﬁc B
| A.congestion control B.quality of service
C.either (a) or (b) D.both (a) and (b)
8 | What defines maximum data rate of the traffic A

A.peak data rate B Max.burst sie C.Effective band width D None
9 | In which congestion control policies applied to revent congestion before it A
happens . . i j !
A.open-loop B.closed- loc)p C.either (a) or (b) D. Both (a) and (b)
10 | In which algorithm of TCP the size of the congestmn wi B
-additively until congestion is detected ™ %_
A. slow—staﬂ B congestlon avoadancc ¢ congestion dct ectio
.D.None i =% | o
Fill in the blanks . . j
~ |'UDP is called ---------—-transport protocol | Connectionless
UDP is acronym for ---------e-- = “unreliable
3 | TCP groups a number of bytes together i User datagram
e i protocol
4 | TCP is —------- transport protocol i Segment
5 | The communication in TCP i§ ~--eemme-. - e Connection
L e e oriented
6 | The value of window size is determined R Full duplex
7 | A-------- traffic model has a data rate that does not changc _ Reciever
8 | Congestion in network or inter network occurs because e Constant bit
Routers and switches have----w-- rate
N —— packet sent by a node to the g sinform it of congestion AL~ lquetias
10 | --—--—--is a flow characteristics thafapy i :iﬁhqolerate at dlfferem-dw “Choke packet ]
UNIT-5(application layer) PRINCIPAL
1 | FTP uses services of ) nbgement & Tezhnofogy Foi Women
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A.UDP B.IP C.TCP D. None

2 | During an FTP session data connection opened - e < ]
A.exactly once B.exactly twice C many times D.None - !
3 | InDNS the names are defined in what structure _ B ]
A.a linear list B.an inverted-trec C.a graph D. none B
4 | The root of DNS tree ig--------- C

A string of characters B.a string of 63 characters
C.an empty string D.None

5 | In the Internet the domain name space (Tree) is divided into how many A
sections '
A.three B.two C.four D.none .

6 | Which is not a application layer protocol? i D

A.HTTP B SMTP C.FTP D.TCP

7 Application layer offers which service. A
A.End to end B Process to process
C. Both End to end and Process to process D. None of lhc mmt:omd :

8 | BE-mailis ._3;:_ L C
A. Loss-tolerant apphcal:on B. Bandwidth-sensitive appilcation 0
C. Elastic application = D. None of the mentioned

9 | Which of the following is used to contain an Internet standard? A

| ARFC B.IETF C.DNS D.PPP
10| E) Which of the following protocols uses out-of-band signaling? @

AHTTP B.SMTP CFTP D. AIl of the above
Fill-in the blanks i
1 The translates internet domain and host names to P add.n.ss. DNS

2 ~=m==m—-mmm==-=- protocol delivers/stores mail to receiver server?. SMTP
_When displaying a web page, the application layer uses the HTTP
he packet of information at the application Iayer is called message
Application layer offers service., _End-to-end

Which DNS client maps an address to a name or a name to an address
especially when required by a host?

7 | File transfer, access and mana gemcnt are handled by the-— - layer Application
8 Directory services handled by -------—- laycr " Application
9 | Email is service handled by ----------- layer : : Application
10 | During FTP session conections opens -------—--- times o _ many

PRINCIPAL
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b. MID-1 QUESTION PAPERS AND RESULTS:
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IITI B. Tech I Semester I-Mid Examinations, NOVEMBER-2021
Branch & Sections: CSE-A&B

I Sub: COMPUTER NETWORKS
Faculty : Ch.SUNIL Date: 09.11.2021 (FN)
Time :60mins Max. Marks: 20M

2X10=20M
Blooms | Marks
SI. ;
No. Taxonomy
; Level
1 Explain the OSI reference
layer in detail ? 9 10
[Explain abo 6 10

A4S
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IIT B. Tech I Semester I-Mid Examinations, NOVEMBER-202 1
Branch & Sections: CSE-A&B
Sub: COMPUTER NETWORKS
Date: 09.11.2021 (FN)
Max. Marks: 10M

Faculty: C.SUNIL
Time: 20mins
Answer all Questions | 10X 0.5=5

) In the layer hierarchy as the data packet moves from the upper to the lower layers, headers are []

Part-A

™ A Added.. | B Removed C Rcarrangcd D Modified
2 | The structure or format of data is called .. | i )
A | Syntax.. ‘B | - Semantics C Struct: LD Formatting
3 | Communication between a computer and a keyboard involves transmission. [ ]
A | Automatic B | Half C| Fullduplex | D |  Simplex.
4 | The first Network was called —_ i1
Al CONNET |B Ns_ﬁinT |c ASAPNET D | ARPANET..
5 kA 1s the physical path over which a message l:ravels 3
A | Path  Mediun q Route
6 | Three or more d_tf:_\i_i_ces []
\ o Unipoint : Simplex
it is called
- ™
computer networkmg e _
network 8 system - mail systemfig
8 | Communication channel is shared by all thc rnachmcs on the network in [ ]
Broadcast ) multicast '
A ol B | Unicast network skl D | any cast network
9 | Bluetooth is an example of [ ]
Personal area virtual private wide area
A B
network.. local area networ network B network
o [A is a device that forwards packets between networks by processing the routing
information included in the packet. []
A Bridge B ﬁrewall'-f 07 216 Router.. D hub
1A 2A 3D 4D 5B 6B7B 8A 9A 10A T B —
' PRINCIPAL
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HI B. Tech I Semester I-Mid Examinations, NOVEMBER-202 |
Branch & Sections: CSE-A&B
Sub: COMPUTER NETWORKS
Faculty: C.SUNIL Date: 09.11.2021 (FN)

Time: 20mins Max. Marks: 10M
Answer all Questions ] 10X 05=5

ST
Part-B

Fill in the Blanks

| The technique of temporarily delaying outgoing acknowledgements so that they can be hooked |
" | onto the next outgoing data frame is called |

2. | The physical layer is concerned with __

2 A single channel is shared by multiple signals by

4. . et )

Wireless transmission of signals can be done via
i ] 5' T S, ANEE =7
; The data link layer takes the packets from and encapsulates them into frames for
. transmission.
is the concept of sharing resources, services and applications

.

_Netwqu consists of number of computers that operates at equal level.

- _SAN stands for

K

A is a set of rules that controls the data communication,

The network, which interconnects multiple station over a very small area is called

1) Piggg}ba(iking
2) bit-by-bit delivery
3) Multiplexing

6) networking
7) Peer to peer

8) storage area network
9) Protocol
10) LAN

4) Radio waves, microwaves & IR Waves
5) Network layer
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MID-1 RESULT: _
e, VIGNAN'S INSTITUTE OF MANAGEMENT AND
% TECHNOLOGY FOR WOMEN _
MR o, cihstimsar s i s LTS, Mow b & il S sl Y
I-MID AWARD LIST
III-1 B.TECH CSE-A A.Y:2021-2022
NAME OF THE SUBJECT: Computer Networks i
NAME OF THE FACULTY: C.Sunil =
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15 | 19UP1A0566 5 1 10 5
16 19UP1A0567 9 i 10 5
17 19UP1A0568 5 T 7 5
18 | 19UP1A0569 7 i 8 5
19 19UP1A0570 7 W 5 5
20 | 19UP1A0571 9 7.4 8 5
21 19UP1A0572 5 B AT 6 s
22 | 19UP1A0573 5 & o 5
23 | 19UP1A0574 8 | 10 5
24 19UP1A0575 5 il 5 5
25 | 19UPIA0576 P i G 5
26 19UP1A0577 S/ ; 5 9 5
27 19UP1A0578 =373 10 5
28 19UP1A0579 2\ %27 | 9 5 21
i HEIPAL L = g
A 10 g Vigran's lngtituts of Hanagement & Tachnology For Women

iondapur(V},Ghatkesar{M),
Telangana State




VIGNAN’S INSTITUTE OF MANAGEMENT AND _
TECHNOLOGY FOR WOMEN

Sponsored by Lavu Educational Society, Approved by AICTE, New Delhi & Affiliated to INTUH, Hyderabad.
Kondapur (V), Ghatkesar (M), Medchal - Malkajgiri (D) - 501 301 Phone: +91 96529 10002/3

Department of Computer Science and Engineering

29 19UP1A0580 8 5 5 18
30 19UP1A0581 7 9 5 21
31 | 19UP1A0582 3 8 5 16 N
32 19UP1A0583 AB ~ AB 0 0
33 19UP1A0584 5 8 5 18
34 19UP1A0585 10 10 5 25
35 19UP1A0586 5 9 5 19
36 19UP1A0587 4 5 5% 14
37 19UP1A0588 5 6 5 16
38 19UP1A0589 | 9 9 5 23
39 19UP1A0590 | 5 9 5T 19
40 | 19UP1A0591 5 9 5 19
41 19UP1A0592 | 5 0 4 "5 19
42 19UP1A0593 10 5 24
43 19UP1A0594 9 5 )
44 | 19UP1A0595 e 57 g
45 19UP1A0596 0 5
46 19UP1A0597 5
a7 19UP1A0598 5
48 19UP1A0599 5
49 | 19UPlAGSAD ¥ 8 . [ 10 | 5

PRINCIPAL

L]
i
S

CC-.".”,_F_‘.'_:L\_‘;' < '-_M;'-.'Ii-'i?af_;
Vignar's Instiiite of 0 For Womea
- Kondapur [V}, chat v dvan H{BL)-501308 ik

N PRINCIPAL

( For Women
+ oante Institute of Management & Technology
iir?fgrz\;i:‘r?\g!]},Gha-’.kesar(M],Hadchal-MllkﬂglrﬂDtHNW

Telangana State

50




fl\_

¥ VIGNAN’'S INSTITUTE OF MANAGEMENT AND

o & TECHNOLOGY FOR WOMEN
= : Sponsored by Lavu Educational Society, Approved by AICTE, New Delhi & Affiliated to INTUH, Hyderabad.
Q P Kondapur (V), Ghatkesar (M), Medchal - Malkajgiri (D) - 501 301 Phone: +91 96528 10002/3  CRE R ESE:

Department of Computer Science and Engineering

C.SLOW LEARNERS

[ ® "19UP1A0538 _ A
2 ~ 19UP1A0583 B
3 19UP1A0595

D. TIME TABLE FOR

01-03-2022
2 02-032022
3 03032023
4 04-03+2’0_-22 ‘CS'E'-A,B
5 05-03-2022° CSE-A,B
6 07-03-2022 ; CSE-A,B

Vianan's lastitute of Hanagement & Technalogy For Women
thndanur{U}.Ghalkasarﬁu].uedchal-ualkl;glrl{m]-m1gﬂf
Telangana State




VIGNAN’S INSTITUTE OF MANAGEMENT AND -~
TECHNOLOGY FOR WOMERN

Spensored by Lavu Educational Society, Approved by AICTE, New Delhi & Affiliated to JNTUH, Hyderabad.
Kendapur (V), Ghatkesar (M), Medchal - Malkajgiri (D) - 501 301 Phone: +91 96529 10002/3

e. MID-2 QUESTION PAPER AND RESULT:

Department of Computer Science and Engineering

EE

L o 88

VIGNAN’'S INSTITUTE OF MANAGEMENT AND _ -
TECHNOLOGY FOR WOMEN e

Sponsored by Lavu Educational Saciety, Approved by AICTE, New Dealhi & Affiliated 1o INTU H, Hyderabad,
Keondapur (V), Ghatkesar (M), Medchal - Malkajgiri (D) - 501 201 Phone: +91 96529 10002/3
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‘Max. Marks: 20M

Faculty : Ch.SUNIL
Time : 60mins
gl r Any Two Questions
o i e o Tgﬁgﬁy Marks
No. Mappmg Lol
5+5

t;j@fc.-the.'fc.}.’ connections.

_ transition diagram
b) Explain the architecture of WW

side functionality of this archite
: : OR G
a) What is SNMP? Briefly discuss \Y ‘model
components. i 2 5+5
b) What is the use of DNS? Explai >rks? 3
Fd ”-\ »
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III B. Tech I Semester 1I-Mid Examinations, February-2022
Branch & Sections: CSE-A&B
Sub: COMPUTER NETWORKS

SR T S . ) e O I
Faculty: C.SUNIL Date: 04.02.2022 (FN)
PN Time: 20mins Max. Marks: 10M
Answer all Questions [10X05=5
| Part-A
1 |hernet frame consists of
a AC address | b | IP address [ c | Default mask | d | Network address
2 MAC address is of " AR
| a |bits [ b ]  36bits | ¢ [0 42bits [d ] 48 bits
3 Whlch one of the following is not a ﬁmctlon of network Iayer"
_congestion
a futing b n'lter-net\avorkmg~Z - d Error control
. control
R Which of the following routing algorxthms can be used for network layer design?
‘riest path distance vect : . All of the
algorithm b _routingg ©0 ] | link state routing |4 mentioned
5 | A subset of a network that includes all the routers but contains no loops is called
a_pnning tree | b [ spider structure]lic | _spider tree [d | special tree

Transport Iaycr aggrcgatcs data f‘rom dlffcrent apllcatlons mto a smglc strean__l before passing it to

6
~ a fwork layer | b [ s link layer [ ¢ .| wappllcatlon layer | d | Physical layer
“Which of the followmg are transport layer protocols used in networking? =~ : _
a [P and FTP [b] UDPandHTTP. | ¢ | TCP and UDP |d | HTTP and FTP
~ Which is not a application layer protocol?. . ' g
a [TP | b ] SMTPi " il ¢ | FTP [d ] TCP ™
9 The packet of information at the application layer is called
a ket [ b ] Message [ ¢ | Segment FE Frame
10 Electromc mail uses which Application layer protoco 1? :
a ITP | b ] ' FTP [d ] SIP
S = Ty
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Answer all Questions [ 10X 0.5=5
Part-B

Fill in the Blanks
1.

P is built on architecture.

12. |deliver a message to the correct application program running on a host, the address
must be (.onsullcd

13.

S translates internet domain and host names to IP address

14, | When displaying a web page, the application layer uses the

15. |Virtual circuit network each packet contains ’

e network layer protocol for internet is

User datagram protocol is called connectlonless because

i ysu:al or logical arrangement of network i is

| Multiplexing is used in

The File Transfer _Protocol 1s built on
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5  19UP1AD0503 20
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7 19UP1AQ0505 24
_ 23
19UP1A0508 8 10 5 b
11 19UP1A0509 7 = = 10 i 5 19
12 | 19UPIA0510 9 10 i (o= 5 24
13 19UP1A0511 8 e 10 - 5 23 |
14 19UP1A0512 10 Hiias by 5 23
i5 19UP1A0513 0 = 5 23
16 19UP1A0514 10 5 23
17 19UP1A0S15 10 5 21
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19 19UP1A0517 6 10 5 21|
20 19UP1A0518 ) 10 5 24 |
21 19UP1A0519 8 10 5 23
22 19UP1A0520 6 10 5 21
3 TUPTAGS2T 5 9 o e 19
24 19UP1A0522 8 10 5 23
25 19UP1A0523 "5 18
26 19UP1A0524 5 22
27 ; 19UP1A0525 5 24
28 ;' ' 19UPIA0526 5 ‘ 23
29 19UP1A0527 5 22
19UP1A0528 24
23
21
20
19UP1A0532 22
35 19UP1A0533 24
36 |  19UP1A0534 23
37 | f_lirﬁpPles.’:s 22
38 iétiﬁl.éu_osm 24
39 19UP1A0537 21
40 19UP1A0538 19
41 19UP1A0539 9 5 24
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28 | 19UP1A0579 | ek xS i
29 | 19UP1A0580 B 7 23
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5 20
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CN-UNIT -1

Network hardware, Network software, OSI, TCP/IP Reference models, ExampleNetworks:

IT, Internet. Physical Layer: Guided Transmission media: twisted palrs?, co&mal.

cable, fiber optics
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Computer Network Types
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Difference between OSI and TCP/IP Reference Models

S.NO 0osl TCP/IP

1 Has 7 layers Has 4 Layers

2 0Sl is a generic, protocol independent | TCP/IP model is implemented like OSI, based
standard; Generally it is used as a | on standard protocols around which the
guidance tool. Internet has developed.

3 Defines Services, Protocols and | In TCP/IP, services, interfaces and protocols
Interfaces Very clearly and makes | are not clearly separated. It is also protocol
clear distinction between them. It is | dependent.
protocol independent.

4 Protocols are hidden in OSI model and | In TCP/IP replacing protocol is not easy.
are easily replaced as the technology
changes.

5 Network layer of OSI model provides | The Network layer in TCP/IP model provides
both  connection oriented and | connectionless service.
connectionless service.

6 Transport Layer is Connection | Transport Layer is both Connection Oriented
Oriented and Connection less.

Example Networks

The Internet: The internet is a globally connected network system facilitating worldwide
communication and access to data resources through a vast collection of private, public, business,
academic and government networks.

® The internet originated with the U.S. government, which began building a computer network in

the 1960s known as ARPANET. In 1985, the U.S. National Science Foundation (NSF)
commissioned the development of a university network backbone called NSFNET.

The system was replaced by new networks operated by commercial internet service providers in
1995. The internet was brought to the public on a larger scale at around this time.

Since then, the Internet has grown and evolved over time to facilitate services like: Email, Web-
enabled audio/video conferencing services ,Online movies and gaming, Data transfer/file-sharing,
often through File Transfer Protocol (FTP), Instant messaging, Internet forums .Social
networking, Online shopping, and Financial services ect.

Advanced Research Projects Agency Network (ARPANET)

The Advanced Research Projects Agency Network (ARPANET) is a predecessor to the modern
Internet. It was conceptualized in the 1950s, when computer scientists needed something better
than the then available but unreliable switching nodes and network links.

There were also only a limited number of large, powerful research computers, and researchers
with access were separated geographically...
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The Advanced Research Projects Agency (ARPA) commissioned the development of an advanced
and reliable way to connect these computers through a newly devised packet switching network,
which was known as ARPANET.

The ARPANET was a project funded by the U.S. government during the Cold War with USSR, in
order to build a robust and reliable communications network. This was done by connecting
various computers that could simultaneously communicate in a network that would not go down
and continue running when a single node was taken out.

The initial groundwork for a computer network was laid by BBN with other associates in 1963.
And they were able to connect three computer terminals ARPA-sponsored computers:

i. The System Development Corporation (SDC) Q-32 at Santa Monica
ii. Project Genie at the University of California, Berkeley
iii. Multics at the Massachusetts Institute of Technology

When Taylor needed to talk to someone at another computer, he would transfer to a different
terminal for each connection. This was frustrating and led to the concept of one terminal/computer
connected to a number of other terminals. This idea paved the way for the ARPANET and,
eventually, the modern Internet.

Paul Baran of Rand Corporation concluded that the strongest kind of network would be a packet
switched network that would use any available communication line, regardless of the status of
other lines. The ARPANET originally connected four computers, as follows:

i. A Honeywell DDP 516 computer at University of California, Los Angeles
ii. ~An SDS-940 computer at the Stanford Research Institute
iii. AnIBM 360/75 at University of California, Santa Barbara
iv. A DEC PDP-10 at the University of Utah

Compatibility issues surfaces as more computers were connected to the network. These problems
were solved in 1982 through the development of Transfer Control Protocol/Internet Protocol
(TCP/IP).

Early ARPANET Architecture

Host-host protocol

Host-IMP

Subnet

e - IMP

Figure 1-26, The original ARPANET design.

®* BBN, a consulting firm build the subnet and wrote the subnet software. The software was
split into two parts: subnet and host.

® The subnet software consisted of the IMP end of the host-IMP connection, the IMP-IMP
protocol, and a source IMP to destination IMP protocol designed to improve reliability.

® OQutside the subnet, software was also needed, namely, the host end of the host-IMP
connection, the host-host protocol, and the application software.

Pl o 15
— A=A

aehl



Standards Organization

Standard is a common set of rules. Standards define what is needed for interoperability: no more, no less.
Standards fall into two categories: De facto and de jure.

o De facto (Latin for **from the fact’) standards are those that have just happened, without
any formal plan. HTTP, the protocol on which the Web runs, started life as a de facto
standard.

o De jure (Latin for **by law’”) standards, in contrast, are adopted through the rules of some
formal standardization body.

® International standardization authorities are generally divided into two classes: those established
by treaty among national governments, and those comprising voluntary, nontreaty organizations.

® In the area of computer network standards, there are several organizations of each type, notably
ITU, ISO, IETF and IEEE and 3GPP(Third Generation Partnership Project) all of which we will
discuss below.

IEEE and ITU:
¢ [EEE (Institute of Electrical and electronics Engineers): The IEEE is incorporated under the Not-
for-Profit Corporation Law of the state of New York, United States. It was formed in 1963.
e ITU (International Telecommunication Union). Its job was to standardize international
telecommunications, which in those days meant telegraphy.
® In 1947, ITU became an agency of the United Nations. ITU has about 200 governmental
members, including almost every member of the United Nations.

ITU and its Sectors:
® ITU has three main sectors. We will focus primarily on ITU-T, the Telecommunications
Standardization Sector, which is concerned with telephone and data communication systems.
® [TU-R, the Radio communications Sector, is concerned with coordinating the use by competing
interest groups of radio frequencies worldwide.
® The other sector is ITU-D, the Development Sector. It promotes the development of information
and communication technologies.

® International standards are produced and published by ISO (International Standards Organization),
a voluntary nontreaty organization founded in 1946. Its members are the national standards
organizations of the 157 member countries.

® On issues of telecommunication standards, ISO and ITU-T often cooperate (ISO is a member of
ITU-T) to avoid the irony of two official and mutually incompatible international standards.

® [SO has over 200 Technical Committees (TCs), numbered in the order of their creation, each
dealing with a specific subject. TC1 deals with the nuts and bolts (standardizing screw thread
pitches). JTC1 deals with information technology, including networks, computers, and software.

Standards Establishment Procedure:
The procedure used by I1SO for adopting standards has been designed to achieve as broad a consensus as
possible.
® The process begins when one of the national standards organizations feels the need for an
international standard in some area.
® A working group is then formed to come up with a CD (Committee Draft).
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IEEE 802 Standards:

Standards Description

802.1 Internetworking

802.2 Logical link control

802.3 Ethemet

802.4 Taken bus

802.5 Token ring

802.6 Metropolitan  area network
(MAN)

802.7 Broadband technology

B02.8 Fiber-optic technology

802.9 Voice and data integration

§02.10 Netwaork security

802.11 Wireless LAN

802.15 Wireless  Personal  Area
Network (WPAN)

802.16 Broadband Wireless Access

802.18 Radio Regulatory TAG

802.19 Wireless Coexistence
Working Group

802.21 Media Independent Handover
Services Working Group

802.22 Wireless  Regional  Area
Netwaorls

SG ECSG Smart Gnd Executive
Committee Study Group

IEEE 802 Standard

The CD is then circulated to all the member bodies, which get 6 months to criticize it. If a
substantial majority approves, a revised document, called a DIS (Draft International Standard) is
produced and circulated for comments and voting.
Based on the results of this round, the final text of the IS (International Standard) is prepared,
approved, and published.
In areas of great controversy, a CD or DIS may have to go through several versions before
acquiring enough votes, and the whole process can take years.

Explains networking model and related standards, provides detailed implementation specifications for no
of networking technologies.

NIST:

Metrics and UNITS used in Communication:

NIST (National Institute of Standards and Technology) is part of the U.S. Department of
Commerce. It used to be called the National Bureau of Standards.

It issues standards that are mandatory for purchases made by the U.S. Government, except for
those of the Department of Defense, which defines its own standards.
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Exp. Explicit Prefix | Exp. Explicit Prefix
10 | 0.001 mili | 10° 1,000 | Kilo
10* | 0.000001 micro | 10° 1,000,000 | Mega
10 | 0.000000001 nano | 10° 1,000,000,000 | Giga
107 | 0.000000000001 pico | 10" 1,000,000,000,000 | Tera
107" | 0.000000000000001 femio | 10% 1,000,000,000,000,000 | Peta
107" | 0.0000000000000000001 atto | 10" 1,000,000,000,000,000,000 | Exa
10 | 0.0000000000000000000001 zepto | 107 1,000,000,000,000,000,000,000 | Zetta
10 | 0.0000000000000000000000001 | yocto | 10** | 1,000,000,000,000,000,000,000,000 | Yotta

Who’s Who in the Internet Standards World

Internet Standards refer to all the documented requirements both in technology as well as methodology
pertaining to the Internet. The standardization process has three steps.

e Proposed Standard: These are the standards that are ready for implementation. However, they
can be revised according to circumstances of deployment.

o Draft Standard: When a Proposed Standard has been meticulously tested by at least two sites for
at least 4 months, they are considered as Draft Standard. Draft Standard has been merged with
Internet standard to form the future Internet standard.

o Internet Standard: These are technically matured standards that define the protocols and formats
of messages. The fundamental standards are those which form the Internet Protocol (IP).

The organizations of Internet Standards are

1. Internet Engineering Task Force (IETF): IETF formulates, publishes and regulates Internet
Standards, particularly those related to TCP/IP. The organization is open standard, with no formal
memberships. Development of IETF standards is open to all. Any interested person can participate for
their development. IETF documents are free and easily available over the Internet. IETF specifications
are on individual protocols that may be used in different systems.

2. Internet Society (ISOC): ISOC was founded in the US in 1992 as a non-profit organization to provide
support on technical development of the Internet. It presently conducts a range of activities on Standards,
Education, Access, and Policies.

3. Internet Architecture Board (IAB): IAB is a committee of IETF and an advisory body of ISOC. The
board comprises researchers and professionals for developing technical aspects of the Internet. The
responsibilities of [AB are

e Supervise architectural standards of different networks and IP.
+ Review issues related to Internet Standards.
» Provide guidance to IETF and ISOC.

4. Internet Research Task Force (IRTF) : IRTF is composed of a number of research groups whose
overall objective is focused on the long-term development of the Internet. It is a parallel organization to
IETF. The participants are individual contributors who have long-term memberships. The research groups
work  on Internet  protocols, applications, technology = and  overall architecture.
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5. Internet Assigned Numbers Authority: The Internet Assigned Numbers Authority is a standards
organization that oversees global IP address allocation, autonomous system number allocation, root zone
management in the Domain Name System, media types, and other Internet Protocol-related symbols and
Internet numbers.

6. World Wide Web Consortium (W3C): It is the foremost international standards organization for the
World Wide Web (www). It is a community of a large number of member organizations, who work
together to develop web standards and improve web services. Some of the popular standards developed
by W3C are HTML, HTTP, XML, CSS, etc.

Internet Organization

NTIA [SOC

Nat, Telecommun. & ;
Infor. Aduinistration| et SOcicty

[ETF

! Internet Engineering
ICANN Task Force
Internet Corporation
for Assigned Names
& Numbers
[ANA functions IESG _ IAB
Internet Assigned Internet Engineering || Internet Architecture
[ Numbers Authority Steering Group Board
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CN-UNIT-II

(Data link layer: Design issues, framing, Error detection and correction. Elementary data link
protocols: simplex protocol, A simplex stop and wait protocol for an error-free channel, A simplex
stop and wait protocol for noisy channel. Sliding Window protocols: A one-bit sliding window
protocol, A protocol using Go-Back-N, A protocol using Selective Repeat, Example data link
pret cols. Medium Access sub layer: The channel allocation problem, Multiple access protocols:

A, Carrier sense multiple access protocols, collision free protocols. Wireless LANSs, Data link
1 yer swntchmg ) =

Introduction:

e Data link layer is one of the most complicated layers and has complex functionalities and
liabilities.

e This Layer hides the details of underlying hardware and represents itself to upper layer as the
medium to communicate.

¢ Data link layer works between two hosts which are directly connected in some sense. This direct
connection could be point to point or broadcast.

e Data link layer is responsible for converting data stream to signals bit by bit and to send that over
the underlying hardware.

o Data Link Layer is second layer of OSI Layered Model.

e At the receiving end, Data link layer picks up data from hardware which are in the form of
electrical signals, assembles them in a recognizable frame format, and hands over to upper layer.

Data Link Layer Design Issues

e The data link layer uses the services of the physical layer to send and receive bits over
communication channels.
e [t has a number of functions, including:

1. Providing a well-defined service interface to the network layer.
2. Dealing with transmission errors.
3. Regulating the flow of data so that slow receivers are not swamped by fast senders.

e To accomplish these goals, the data link layer takes the packets it gets from the network layer and
encapsulates them into frames for transmission.

¢ Each frame contains a frame header, a payload field for holding the packet, and a frame trailer.

¢ Frame management forms the heart of what the data link layer does.

Relationship between Packet and Frame
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Sending machine Recaiving machine

Packet Packet

Frame

=

Header | Payload field T!alberJ Header | Fayload field | Trailer

L J

Data link layer and its sub-layers:

Data link layer has two sub-layers:

1. Logical Link Control: It deals with protocols, flow-control, and error control

2. Media Access Control: It deals with actual control of media

Functionality of Data-link Layer

Services provided to the Network Layer: The function of the data link layer is to provide
services to the network layer

Framing:Data-link layer takes packets from Network Layer and encapsulates them into
Frames. Then, it sends each frame bit-by-bit on the hardware. At receiver’ end, data link layer
picks up signals from hardware and assembles them into frames.

Addressing: Data-link layer provides layer-2 hardware addressing mechanism. Hardware
address is assumed to be unique on the link. It is encoded into hardware at the time of
manufacturing.

Synchronization: When data frames are sent on the link, both machines must be synchronized
in order to transfer to take place.

Flow Control: Stations on same link may have different speed or capacity. Data-link layer
ensures flow control that enables both machine to exchange data on same speed.

Multi-Access: When host on the shared link tries to transfer the data, it has a high probability
of collision. Data-link layer provides mechanism such as CSMA/CD to equip capability of
accessing a shared media among multiple Systems.

Error Control: Sometimes signals may have encountered problem in transition and the bits
are flipped. These errors are detected and attempted to recover actual data bits. It also provides
error reporting mechanism to the sender.

Services Provided to the Network Layer

Q The principal service is transferring data from the network layer on the source machine to the

network layer on the destination machine.

U On the source machine, a process, in the network layer that hands some bits to the data link

layer for transmission to the destination. The job of the data link layer is to transmit the bits to
the destination machine so they can be handed over to the network layer there.

Yinnan's (12
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The data link layer can be designed to offer various services

1. Unacknowledged connectionless service: Unacknowledged connectionless service consists
of having the source machine send independent frames to the destination machine without
having the destination machine acknowledge them.

2. Acknowledged connectionless service: When this service is offered, there are still no
logical connections used, but each frame sent is individually acknowledged. In this way, the
sender knows whether a frame has arrived correctly or been lost.

3. Acknowledged connection-oriented service: With this service, the source and destination
machines establish a connection before any data are transferred. Each frame sent over the
connection is numbered, and the data link layer guarantees that each frame sent is indeed
received. Furthermore, it guarantees that each frame is received exactly once and that all
frames are received in the right order.

FRAMING

To provide service to the network layer, the data link layer must use the service provided to it by the
physical layer. Data Link Layer accepts a raw bit stream from physical layer and arranges them into
frames before attempt to deliver it to the destination

* The process of Breaking up the bit stream into discrete messages is called framing

* The usual approach is for the data link layer to break up the bit stream into discrete frames,
compute a short token called a checksum for each frame, and include the checksum in the frame
when it is transmitted.

e When a frame arrives at the destination, the checksum is recomputed. If the newly computed
checksum is different from the one contained in the frame, the data link layer knows that an error
has occurred and takes steps to deal with it.

FRAMING METHODS
1. Byte count.
2. Flag bytes with byte stuffing.
3. Flag bits with bit stuffing.

4. Physical layer coding violations.

1. Byte count: p
y i A ’_'..ci/' \ \
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e The first framing method uses a field in the header to specify the number of bytes in the frame.
When the data link layer at the destination sees the byte count, it knows how many bytes follow
and hence where the end of the frame is.

* For four small example frames of sizes 3, 5. 8, and 8 bytes, respectively.

Byte count —— One byte

[sl112]aT4s[e[7[s]e[6]o[ [2]a]a]s]e]as][7[a8]5]o[1]Z]3]

Fra;ne 1 Frame 2 Frame 3 Frame 4
5 bytes 5 bytes 8 bytes B bytes
(a)
Error

[sI+T=2TsTa]7[e[7]e]s]e]o[ ]2]s][a]s]e]al7[8]s]o]]2]5]
" 5 A

Fra;'na 1 Frame 2 MNow a byte
(Wrong) count

The trouble with Byte count:

* The trouble with this algorithm is that the count can be garbled by a transmission

error. For example, if the byte count of 5 in the second frame becomes a 7 due to
a single bit flip, the destination will get out of synchronization. It will then be
unable to locate the correct start of the next frame.

Even if the checksum is incorrect so the destination knows that the frame is bad,
it still has no way of telling where the next frame starts.

Sending a frame back to the source asking for a retransmission does not help
either, since the destination does not know how many bytes to skip over to get to
the start of the retransmission. For this reason, the byte count method is rarely
used by itself,

2. Flag bytes with byte stuffing

Here a flag byte, is used as both the starting and ending delimiter. Two consecutive flag bytes
indicate the end of one frame and the start of the next. Thus, if the receiver ever loses
synchronization it can just search for two flag bytes to find the end of the current frame and the
start of the next frame.

A problem we have to solve is it may happen that the flag byte occurs in the data, especially
when binary data such as photographs or songs are being transmitted. This situation would
interfere with the framing.

One way to solve this problem is to have the sender’s data link layer insert a special escape
byte (ESC) just before each “‘accidental’’ flag byte in the data. Thus, a framing flag byte can
be distinguished from one in the data by the absence or presence of an escape byte before it.

The data link layer on the receiving end removes the escape bytes before giving the data to the
network layer. This technique is called byte stuffing.
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FLAG| Header Payload field Trailer |FLAG

(@)
Original bytes After stuffing
A | |[FLAG|| B — | A ESC | |[FLAG| | B
A ESC B —_— | A ESC | | ESC B

A ESC | |[FLAG|| B | = | A ESC | |[ESC | | ESC | |FLAG| | B

A ESC | | ESC B |—— | A ESC | |[ESC || ESC | | ESC B

3. Flag bits with bit stuffing

In this method each frame begins and ends with a special bit pattern, 01111110. This pattern is
a flag byte.

Whenever the sender’s data link layer encounters five consecutive s in the data, it
Automatically stuffs a 0 bit into the outgoing bit stream.

This bit stuffing is analogous to byte stuffing, in which an escape byte is stuffed into the
outgoing character stream before a flag byte in the data. It also ensures a minimum density of
transitions that help the physical layer maintain synchronization. USB (Universal Serial Bus)
uses bit stuffing for this reason.

When the receiver sees five consecutive incoming 1 bits, followed by a 0 bit,

It automatically de-stuffs (i.e., deletes) the 0 bit.

If the user data contain the flag pattern, 01111110, this flag is transmitted as 011111010 but
stored in the receiver’s memory as 01111110.

With bit stuffing, the boundary between two frames can be unambiguously recognized by the
flag pattern. Thus, if the receiver loses track of where it is, all it has to do is scan the input for
flag sequences, since they can only occur at frame boundaries and never within the data.

THE DATA LINK LAYER

() 011011111111111111110010

() 011011111011111011111010010

Stuffed bits

€ 110111 T191T113¥I1T11+¥730010

Bit stuffing. (a) The original data. (b) The data as they appear on
the line. (¢) The data as they are stored in the receiver’s memory after destuf-
fing.
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» With both bit and byte stuffing, a side effect is that the length of a frame now depends on the
contents of the data it carries.

e For instance, if there are no flag bytes in the data, 100 bytes might be carried in a frame of
roughly 100 bytes. If, however, the data consists solely of flag bytes, each flag byte will be
escaped and the frame will become roughly 200 bytes long.

* With bit stuffing, the increase would be roughly 12.5% as 1 bit is added to every byte.
4. Physical layer coding violations

* The final framing method is physical layer coding violations and is applicable to networks in
which the encoding on the physical medium contains some redundancy.

* In such cases normally, a 1 bit is a high-low pair and a 0 bit is a low-high pair.

® The combinations of low-low and high-high which are not used for data may be used for
marking frame boundaries.

B4 stroam t oo oo |+t ]|eoe] 1] 1] 11 4
| _

{#) Banary encoding { |
|

o L A LA U UL

Fig:Physical layer coding violations

Error Control

Error control is basically process in data link layer of detecting or identifying and re-transmitting data
frames that might be lost or corrupted during transmission. The usual way to ensure reliable delivery is
to provide the sender with some feedback about what is happening at the other end of the line.
Typically, the protocol calls for the receiver to send back special control frames bearing positive or
negative acknowledgements about the incoming frames. If the sender receives a positive
acknowledgement about a frame, it knows the frame has arrived safely. On the other hand, a negative
acknowledgement means that something has gone wrong and the frame must be transmitted again.

The issues with transmission are either hardware error or acknowledgement packet may lost, in this
case the sender may wait for acknowledgement or tries to retransmit the same packet. The solution for
this is managing the timers and sequence numbers so as to ensure that each frame is ultimately passed
to the network layer at the destination exactly once, no more and no less, is an important part of the
duties of the data link layer.

Ways of doing Error Control:

There are basically two ways of doing Error control as given below.




Two ways of

Error Control

A 4 5
l Error Detection \ lError Correctipn'

1.Error Detection: Error detection, as name suggests, simply means detection or identification of
errors. These errors may cause due to noise or any other impairments during transmission from
transmitter to the receiver, in communication system. It is class of technique for detecting garbled i.e.
unclear and distorted data or message.

2.Error Correction:Error correction, as name suggests, simply means correction or solving or fixing
of errors. It simply means reconstruction and rehabilitation of original data that is error-free. But error
correction method is very costly and is very hard.

Error Detection and Error Correction

® Error: A condition when the receiver’s information does not match with the sender’s
information. During transmission, digital signals suffer from noise that can introduce errors in
the binary bits travelling from sender to receiver. That means a 0 bit may change to 1 ora 1 bit
may change to 0.

® Error Detecting Codes: Whenever a message is transmitted, it may get scrambled by noise or
data may get corrupted. To avoid this, we use error-detecting codes which are additional data
added to a given digital message to help us detect if any error has occurred during transmission
of the message. Basic approach used for error detection is the use of redundancy bits, where
additional bits are added to facilitate detection of errors

The process of identifying transmission errors is called Error Detection. Whenever a message is
transmitted, it may get scrambled by noise or data may get corrupted. To avoid this, we use error-
detecting codes.

Some popular techniques for error detection are:

1. Simple Parity check

2. Two-dimensional Parity check
3. Checksum

4. Cyclic redundancy check

These techniques are used for only error detection, for Error correction a concept called Hamming
Codes will be used.

Simple Parity check - | .
Blocks of data from the source are subjected to a check its parity
Where a parity of
d ‘ -~ 4 < 7
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o 1 isadded to the block if it contains odd number of 1°s, and
o 0 isadded if it contains even number of 1’s
® This scheme makes the total number of 1°s even, that is why it is called even parity checking.

How Even Parity Works

SENDER R:F.EEWER i
NN
100011 Reject Datal@w<” Even up[Accent Data
Compute R = T
parity bit on.}pul
parity bit

¥ @
(10001 11 ]y (Torssson) o, P55 T]

Simple Parity Check Advantages

® Less Expensive i.e. provides better channel utilization or efficiency .
Efficiency=(n/n+1)*100.

® (an detect one bit Errors

® Transmission efficiency is defined as the total number of information bits (i.e., bits in the
message sent by the user) divided by the total bits in transmission (i.e., information bits plus
overhead bits). For example, let’s calculate the transmission efficiency of 7-bit ,We have 1 bit
for parity. Therefore, there are 7 bits of information in each letter, but the total bits per letter is
10 (7 + 1). The efficiency of the simple parity check is, 7 bits of information divided by 8
total bits, or 87 percent.

Disadvantages:
¢ Can't able to detect multiple bit errors
® Can’t detect location of the erroneous bit
® Can't do any corrections in fact only used for error detection.

® Parity check bits are calculated for each row, which is equivalent to a simple parity check bit.
Parity check bits are also calculated for all columns, then both are sent along with the data. At
the receiving end these are compared with the parity bits calculated on the received data.

® [t can detect up to 3 bit errors but not suitable to find 4 bit errors.
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Original Data

10011001 | 11100010| 00100100| 10000100

Row parities
10011001| 0
11100010
00100100

10000100

Column _ 111011011
parities

ol ©o ©

[100110010] 111000100[001001000]100001000[110110110 |

Data to be sent

® Checksum is the calculated summery of the data portion.
® In checksum error detection scheme, the data is divided into k segments each of m bits.

® In the sender’s end the segments are added using 1’s complement arithmetic to get the sum.
The sum is complemented to get the checksum.

® The checksum segment is sent along with the data segments.

® At the receiver’s end, all received segments are added using 1’s complement arithmetic to get
the sum. The sum is complemented.

e [fthe result is zero, the received data is accepted; otherwise discarded.

Qriginal Data

[ 10011001 | 111000101()-0100‘100—[10000100 |

k=4, m=8

| Reciever |
1 10011001
1 10011001 2 11100010
2 11100010 (01111011
(01111011 ; 2
_ 1 01111100
01111100 00100100
00100100 10100000
10100000 1000013100
10000100 (100100100
(100100100 =
L 1 0D0100101
Sum: 00100101 ——— :;?::f;f
e e Complement:0 0000000

[Conclusion: Accept Data]

e Unlike checksum scheme, which is based on addition, CRC is based on binary division.

* In CRC, a sequence of redundant bits, called cyclic redundancy check bits, are appended to the
end of data unit so that the resulting data unit becomes exactly divisible by a second,
predetermined binary number.
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® At the destination, the incoming data unit is divided by the same number. If at this step there is
no remainder, the data unit is assumed to be correct and is therefore accepted.

® A remainder indicates that the data unit has been damaged in transit and therefore must be

rejected.

Example:

Sender

Receiver

m

n

[ Data

Joo...0]

(n+1)bits

[

Divisor

" n bits
LCRC

v

: Data | CRC |—

m

Data

| cre |

(n+1)bits

Divisor |

Foman's it
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Error Correction

Error Correction codes are used to detect and correct the errors when data is transmitted from the
sender to the receiver.Error Correction can be handled in two ways:

o Backward error correction: Once the error is discovered, the receiver requests the sender to
retransmit the entire data unit.

o Forward error correction: In this case, the receiver uses the error-correcting code which
automatically corrects the errors.

The four different error-correcting codes: 1. Hamming codes. 2. Binary convolutional codes. 3. Reed-
Solomon codes. 4. Low-Density Parity Check codes.

Hamming Code

® Whenever a data packet is transmitted over a network, there are possibilities that the data bits
may get lost or damaged during transmission.

® The hamming code technique, which is an error-detection and error-correction technique, was
proposed by R.W. Hamming.

® Hamming code is a Forward error correction Technique.

Redundant bits

® Redundant bits are extra binary bits that are generated and added to the information-carrying bits
of data transfer to ensure that no bits were lost during the data transfer.
® The number of redundant bits can be calculated using the following formula:

2 2 m + r + 1
'-\ih-e-ii‘;g, r = redundant bit, m = data bit

® Suppose the number of data bits is 7, then the number of redundant bits can be calculated using: =
274 > 7+ 4 + 1;Thus, the number of redundant bits= 4

General Algorithm of Hamming code

® Write the bit positions starting from 1 in binary form
® All the bit positions that are a power of 2 are marked as parity bits (1, 2, 4, 8, etc).
® All the other bit positions are marked as data bits.

® Each data bit is included in a unique set of parity bits, as determined its bit position in binary
form.

e Parity bit 1 covers all the bits positions whose binary representation includes a 1 in the least
significant position (1, 3, 5, 7, 9, 11, etc).(CHECK ONE-SKIP ONE)
11
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® Parity bit 2 covers all the bits positions whose binary representation includes a 1 in the second
position from the least significant bit (2, 3, 6, 7, 10, 11, etc). (CHECK TWO -SKIP TWO)

® Parity bit 4 covers all the bits positions whose binary representation includes a 1 in the third
position from the least significant bit (4-7, 12-15, 20-23, etc).(CHECK FOUR-SKIP FOUR)

® Parity bit 8 covers all the bits positions whose binary representation includes a 1 in the fourth
position from the least significant bit bits (8—15, 24-31, 4047, etc).(CHEK EIGHT- SKIP
EIGHT)

¢ Since we check for even parity set a parity bit to 1 if the total number of ones in the positions it
checks is odd.

e Set a parity bit to 0 if the total number of ones in the positions it checks is even.

Setting the value of Parity Bit

Position |[PB  [P4 [P2 |P1
0 0 0 ] 0
1 0o |o |0 1
[2 o [o (1 o
3 0o o |1 1
4 0 Sl | o 0
5 o |[EMW o L
6 o | i o
7 0 R | == |1
8 1o Jo o
9 ‘o 0 1
|10 Pflo |1 0
1 o [EE[a

|

P1-> 1,357,911
P2 ->2,3,6,7,10,11
P3->4,586,7
Pd->8,9,10,11

Determining the position of redundant bits

These redundancy bits are placed at the positions which correspond to the power of 2.
As in the above example:
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The number of data bits = 7

The total number of bits = 11

The number of redundant bits = 4

11 10 9 8 7 6 5 4 3 2 1
Du| Dy De| De| Dr| Ds| Ds| Ds| Da| Dz2| D
Redundant bits

Suppose the data to be transmitted is 1011001, the bits will be placed as follows:

11

70

9

8

7 6

1

0

1

R8

1

0

o]

1

R2

R1

Determining the Parity bits

The redundant bits are placed at positions corresponding to power of 2- 1, 2, 4, and 8

P RI bit is calculated using parity check at all the bits positions whose binary representation

includes a 1 in the least significant position.R1: bits 1, 3, 5, 7, 9, 11

-~ R1
1011 1001 0111 0101 0011 0004
17 10 9 8 7 6 5 4 3 2 1
1710 1 1 o o 1 R1

P To find the redundant bit R1, we check for even parity. Since the total number of 1°s in all the
bit positions corresponding to R1 is an even number the value of R1 (parity bit’s value) = 0

P R2 bit is calculated using parity check at all the bits positions whose binary representation
includes a 1 in the second position from the least significant bit.R2: bits 2,3.6,7,10,11

R2
1011 1010 0111 0110 0011 0010
1 10 9 8 7 6 5 4 3 2 1
71 0 7 1 0 |0 1 R2 |0
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P To find the redundant bit R2, we check for even parity. Since the total number of 1°s in all the
bit positions corresponding to R2 is odd the value of R2(parity bit’s value)=1

P R4 bit is calculated using parity check at all the bits positions whose binary representation
includes a 1 in the third position from the least significant bit.R4: bits 4, 5, 6, 7

v v L v

0111 0110 0101 0100
M 10 9 8 7 6 5 4 3 2 1

110 |1 1 ({0 |O|R4f1T|1]0

P To find the redundant bit R4, we check for even parity. Since the total number of 1’s in all the
bit positions corresponding to R4 is odd the value of Rd(parity bit’s value) = 1

P R8 bit is calculated using parity check at all the bits positions whose binary representation
includes a 1 in the fourth position from the least significant bit.R8: bit 8,9,10.11

R8

1011 1010 1001 1000
77 10 9 8 7
[+ Lo+ Jwe] o] o of ]+ T+ To]

P To find the redundant bit R8, we check for even parity. Since the total number of 1’s in all the
bit positions corresponding to R8 is an even number the value of R8(parity bit’s value)=0.

17 10 9 8 7 6 5 4 3 2 1
Lolofofof«Jofolo]r [+ [o]

Flow Control

* Flow control is design issue at Data Link Layer. It is technique that generally observes proper

flow of data from sender to receiver. It regulates speed of delivery and so that a fast sender
does not drown a slow receiver.

* Flow control is basically technique that gives permission to two of stations that are working
and processing at different speeds to just communicate with one another.

* Flow control in Data Link Layer simply restricts sender and coordinates number of frames can
send just before it waits for an acknowledgment from receiver.

Approaches to Flow Control
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Approaches of Flow
Control

|

r
Feedback - based Rate - based Flow
Flow Control Control

» Feedback — based Flow Control:In this technique, sender simply transmits data to receiver,
then receiver transmits data back to sender and also allows sender to transmit more amount of
data. This simply means that sender transmits data or frames after it has received
acknowledgments from user.

» Rate — based Flow Control:In this technique, usually when sender sends data at faster speed
to receiver and receiver is not being able to receive data at the speed, then the built-in
mechanism in protocol will just limit overall rate at which data is being transferred by sender
without any feedback or acknowledgment from receiver.

Feedback-based flow control schemes offered by Data Link Layer are

Data Link Protocols

L RO F——
For Maiseleds Channels: Bl For Noity Channald

Shding Window

i ”'_‘F' -_-| .»I...j- "\;‘,111' Stop - and - Wait ARO

Go - Back - NARO

Selective Repeat ARQ

Utopian Simplex Protocol

o The Simplex protocol is hypothetical protocol designed for unidirectional data transmission
over an ideal channel, i.e. a channel through which transmission can never go wrong.

» [t has distinct procedures for sender and receiver. The sender simply sends all its data available
onto the channel as soon as they are available with its buffer.

e The receiver is assumed to process all incoming data instantly.

o [t is hypothetical since it does not handle flow control or error control. It’s also called as
utopian(good place/ideal) protocol.

Stop-and-Wait Flow Control for Noiseless Channels.

This method is the easiest and simplest form of flow control. In this method, basically message or data is
broken down into various multiple frames, and then receiver indicates its readiness to receive frame of
data. It works under the following assumptions-

¢ Communication channel is perfect.
—~ A ek S 15
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» No error occurs during transmission.
Working of Stop and wait Flow Control:
» Sender sends a data packet to the receiver.
* Sender stops and waits for the acknowledgement for the sent packet from the receiver.
» Receiver receives and processes the data packet.
» Receiver sends an acknowledgement to the sender.
« After receiving the acknowledgement, sender sends the next data packet to the receiver.

This process is continued until sender transmits EOT (End of Transmission) frame. In this method, only
one of frames can be in transmission at a time. It leads to inefficiency i.e. less productivity if
propagation delay is very much longer than the transmission delay.

Sender Receiver

ﬂ‘

P——

w-

P

\Dal&* Flow
/,CO ntrol

Ack S Atter
Consumption

The above figure shows the working of the stop and wait protocol. If there is a sender and receiver,
then sender sends the packet and that packet is known as a data packet. The sender will not send the
second packet without receiving the acknowledgment of the first packet. The receiver sends the
acknowledgment for the data packet that it has received. Once the acknowledgment is received, the
sender sends the next packet. This process continues until all the packet are not sent. The main
advantage of this protocol is its simplicity but it has some disadvantages also. For example, if there
are 1000 data packets to be sent, then all the 1000 packets cannot be sent at a time as in Stop and Wait
protocol, one packet is sent at a time.

Advantages —

» This method is very easiest and simple and each of the frames is checked and acknowledged well.
e It can also be used for noisy channels.

«» This method is also very accurate.

Disadvantages —

« This method is fairly slow.

« In this, only one packet or frame can be sent at a time.

« It is very inefficient and makes the transmission process very slow.

« In stop and wait protocol lost data packet, lost acknowledgement and delayed acknowledgement
would causes performance issues.

1. Problems occur due to lost data

'__'L/‘A/ L BRRLL Wﬂm!fﬁ



Data

X

Sender waits for Ack
Receiver waits lor data
For infinite amount of time

Suppose the sender sends the data and the data is lost. The receiver is waiting for the data for a long
time. Since the data is not received by the receiver, so it does not send any acknowledgment. Since the
sender does not receive any acknowledgment so it will not send the next packet. This problem occurs
due to the lost data.

In this case, two problems occur:

o Sender waits for an infinite amount of time for an acknowledgment.

o Receiver waits for an infinite amount of time for a
2. Problems occur due to lost acknowledgment
Suppose the sender sends the data and it has also been received by the receiver. On receiving the
packet, the receiver sends the acknowledgment. In this case, the acknowledgment is lost in a network,
so there is no chance for the sender to receive the acknowledgment. There is also no chance for the
sender to send the next packet as in stop and wait protocol, the next packet cannot be sent until the
acknowledgment of the previous packet is received.

In this case, one problem occurs:

o Sender waits for an infinite amount of time for an acknowledgment.

[ Sender | |Flsceivar1

Dat\1
x/

Sender waits for Ack
For infinite amount of time

3. Problem due to the delayed data or acknowledgment

Suppose the sender sends the data and it has also been received by the receiver. The receiver then
sends the acknowledgment but the acknowledgment is received after the timeout period on the
sender's side. As the acknowledgment is received late, so acknowledgment can be wrongly considered
as the acknowledgment of some other or previously sent data packet.

~AAEA
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Sender Receiver

5
!

Stop — and — Wait ARQ for Noisy Channel

e Stop —and — wait Automatic Repeat Request (Stop — and — Wait ARQ) is a variation of the stop-
and-wait protocol with added error control mechanisms, appropriate for noisy channels.

e The sender keeps a copy of the sent frame. It then waits for a finite time to receive a positive
acknowledgement from receiver. If the timer expires or a negative acknowledgement is
received, the frame is retransmitted.

e Ifa positive acknowledgement is received then the next frame is sent.

Sliding Window Protocols:

In spite of the use of timers, the stop and wait protocol still suffers from a few drawbacks.
Firstly, if the receiver had the capacity to accept more than one frame, its resources are
being underutilized. Secondly, if the receiver was busy and did not wish to receive any
more packets, it may delay the acknowledgement. However, the timer on the sender's side
may go off and cause an unnecessary retransmission. These drawbacks are overcome by
the sliding window protocols.

e In sliding window protocols the sender's data link layer maintains a 'sending
window' which consists of a set of sequence numbers corresponding to the frames it
is permitted to send.

o Similarly, the receiver maintains a 'receiving window' corresponding to the set of
frames it is permitted to accept.

e The window size is dependent on the retransmission policy and it may differ in
values for the receiver's and the sender's window.

e The sequence numbers within the sender's window represent the frames sent but as
yet not acknowledged.

e Whenever a new packet arrives from the network layer, the upper edge of the
window is advanced by one. When an acknowledgement arrives from the receiver
the lower edge is advanced by one.

e The receiver's window corresponds to the frames that the receiver's data link layer
may accept. When a frame with sequence number equal to the lower edge of the
window is received, it is passed to the network layer, an acknowledgement is
generated and the window is rotated by one.
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e If however, a frame falling outside the window is received, the receiver's data link
layer has two options. It may either discard this frame and all subsequent frames
until the desired frame is received or it may accept these frames and buffer them
until the appropriate frame is received and then pass the frames to the network layer
in sequence.

(@

ikl Not Yet Sent
l window l

window

In this simple example, there is a 4-byte sliding window. Moving from left to right, the
window "slides" as bytes in the stream are sent and acknowledged. Sliding window offers
piggybacking, in two-way communication, whenever a frame is received, the receiver waits and
does not send the control frame (acknowledgement or ACK) back to the sender immediately. This
technique of temporarily delaying the acknowledgement so that it can be hooked with next outgoing
data frame is known as piggybacking. It is used to improve the efficiency of the bidirectional
protocols. The major advantage of piggybacking is better use of available channel bandwidth, and
the disadvantage of piggybacking is additional complexity and If the data link layer waits too long
before transmitting the acknowledgement, then re-transmission of frame would take place.

Advantages —
o It performs much better than stop-and-wait flow control.
 This method increases efficiency.
« Multiples frames can be sent one after another.
Disadvantages —
« The main issue is complexity at the sender and receiver due to the transferring of multiple
frames.
« The receiver might receive data frames or packets out the sequence.

Go Back 'n’ and Selective Repeat ARQ

In the stop-and-wait protocol, the sender can send only one frame at a time and cannot send the next
frame without receiving the acknowledgment of the previously sent frame, whereas, in the case of
sliding window protocol, the multiple frames can be sent at a time. Most sliding window protocols
also employ ARQ (Automatic Repeat reQuest ) mechanism. In ARQ, the sender waits for a positive
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acknowledgement before proceeding to the next frame. If no acknowledgement is received within a
certain time interval it retransmits the frame. The variations of sliding window protocol are Go-Back-
N ARQ and Selective Repeat ARQ.

ARQ is of two types:
1. Go Back 'n':

In Go-Back-N ARQ, N is the sender's window size. Suppose we say that Go-Back-3, which means
that the three frames can be sent at a time before expecting the acknowledgment from the receiver.
It uses the principle of protocol pipelining in which the multiple frames can be sent before
receiving the acknowledgment of the first frame. If we have five frames and the concept is Go-
Back-3, which means that the three frames can be sent, i.e., frame no 1, frame no 2, frame no 3
can be sent before expecting the acknowledgment of frame no 1. In Go-Back-N ARQ), the frames
are numbered sequentially as Go-Back-N ARQ sends the multiple frames at a time that requires
the numbering approach to distinguish the frame from another frame, and these numbers are
known as the sequential numbers. The number of frames that can be sent at a time totally depends
on the size of the sender's window. So, we can say that 'N' is the number of frames that can be sent
at a time before receiving the acknowledgment from the receiver. If the acknowledgment of a
frame is not received within an agreed-upon time period, then all the frames available in the
current window will be retransmitted. Suppose we have sent the frame no 5, but we didn't receive
the acknowledgment of frame no 5, and the current window is holding three frames, then these
three frames will be retransmitted.

o The sequence number of the outbound frames depends upon the size of the sender's window. N
is the sender's window size.

o If the size of the sender's window is 4 then the sequence number will be 0,1,2,3,0,1,2,3,0,1,2,
and so on.

The number of bits in the sequence number is 2 to generate the binary sequence 00,01,10,11.
Working of Go-Back-N ARQ

Suppose there are a sender and a receiver, and let's assume that there are 11 frames to be sent. These
frames are represented as 0,1,2,3.4,5,6,7,8,9,10, and these are the sequence numbers of the frames.
Let's consider the window size as 4, which mean that the four frames can be sent at a time before
expecting the acknowledgment of the first frame.

Firstly, the sender will send the first four frames to the receiver, i.e., 0,1,2,3, and now the sender is
expected to receive the acknowledgment of the 0" frame.

WORKING OF GO-BACK-N ARQ

pooaoannan

Sliding Window

Window Size: 4
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Network Layer: Design issues, Routing algorithms: shortest path routing, Flooding,
Hierarchical routing, Broadcast, Multicast, distance vector routing, C@ngestmn

_'.I Algonthms Quality of Servzce Internetworking, the Network lay_ the

Introduction to Network Layer

The Network Layer is the third layer of the OSI model.

It handles the service requests from the transport layer and further forwards the service
request to the data link layer.

The network layer translates the logical addresses into physical addresses

It determines the route from the source to the destination and also manages the traffic
problems such as switching, routing and controls the congestion of data packets.

The main role of the network layer is to move the packets from sending host to the receiving
host.

Network layer design issues

k

Store-and-Forward Packet Switching: Store and forward is a data communication
technique in which a message transmitted from a source node is stored at an intermediary
device before being forwarded to the destination node.

Services provided to the Transport Layer: The network layer provides services to the
transport layer at the network layer/transport layer interface.But before providing these
services to the transfer layer following goals must be kept in mind.

Offering services must not depend on router technology.

The transport layer needs to be protected from the type, number and topology of the
available router.

The network addresses for the transport layer should use uniform numbering pattern also at
LAN and WAN connections.

Based on the connections there are 2 types of services provided :

Connectionless — The routing and insertion of packets into subnet is done individually. No
added setup is required.

Connection-Oriented — Subnet must offer reliable service and all the packets must be
transmitted over a single route.

3. Implementation of Connectionless Service:

If connectionless service is offered, packets are injected into the network individually and
routed independently of each other.

No advance setup is needed. In this context, the packets are frequently called datagrams
and the network is called a datagram network.

g A Y

1
7 Homen
n\,“[m.!';ﬂ 1301

Salkagg

e

¥ighat § niadl

G“l“su \i-’ ,,\-'a dehal
S Telangans Stat



4, Implementation of Connection-Oriented Service:

« If connection-oriented service is used, a path from the source router all the way to the

destination router must be established before any data packets can be sent.

+  This connection is called a VC (virtual circuit), and the network is called a virtual-circuit

network.

« To use a connection-oriented service, first we establishes a connection, use it and then

release it.

« In connection-oriented services, the data packets are delivered to the receiver in the same

order in which they have been sent by the sender.

«  With connection-oriented service, each packet carries an identifier telling which virtual
circuit it belongs to.

Comparison of Virtual-Circuit and Datagram Networks

source and destination address

Issue Datagram network Virtual-circuit network
Circuit setup Not needed Required
Addressing Each packet contains the full Each packet contains a

short VC number

State information

Routers do not hold state
information about connections

Each VC requires router
table space per connection

Routing

Each packet is routed
independently

Route chosen when VC is
set up; all packets follow it

Effect of router failures

None, except for packets
lost during the crash

All VCs that passed
through the failed
router are terminated

Quality of service Difficult Easy if enough resources
can be allocated in
advance for each VC

Congestion control Difficult Easy if enough resources

can be allocated in
advance for each VC

Classification of Routing Algorithms

e Routing is process of establishing the routes that data packets must follow to reach the
destination. In this process, a routing table is created which contains information regarding

routes which data packets follow.
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e Various routing algorithm are used for the purpose of deciding which route an incoming data
packet needs to be transmitted on to reach destination efficiently.

Classification of Routing Algorithms: The routing algorithms can be classified as follows:

1. Adaptive Algorithms:These are the algorithms which change their routing decisions whenever
network topology or traffic load changes. The changes in routing decisions are reflected in the
topology as well as traffic of the network. Also known as dynamic routing, these make use of
dynamic information such as current topology, load, delay, etc. to select routes. Optimization
parameters are distance, number of hops and estimated transit time.

Further these are classified as follows:

« (a) Isolated — In this method each, node makes its routing decisions using the information it
has without seeking information from other nodes. The sending nodes doesn’t have
information about status of particular link. Disadvantage is that packet may be sent through a
congested network which may result in delay.

« (b) Centralized — In this method, a centralized node has entire information about the network
and makes all the routing decisions. Advantage of this is only one node is required to keep the
information of entire network and disadvantage is that if central node goes down the entire
network is done. Link state algorithm is referred to as a global algorithm since it is aware of
the cost of each link in the network.

+ (c) Distributed — In this method, the node receives information from its neighbours and then
takes the decision about routing the packets. Disadvantage is that the packet may be delayed if
there is change in between interval in which it receives information and sends packet. It is also
known as decentralized algorithm as it computes the least-cost path between source and
destination

2. Non-Adaptive Algorithms —

These are the algorithms which do not change their routing decisions once they have been selected.
This is also known as static routing, as route to be taken is computed in advance and downloaded to
routers when router is booted.

Further these are classified as follows:

¢ (a) Flooding — This adapts the technique in which every incoming packet is sent on every
outgoing line except from which it arrived. One problem with this is that packets may go in
loop and as a result of which a node may receive duplicate packets. These problems can be
overcome with the help of sequence numbers, hop count and spanning tree.
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« (b) Random walk — In this method, packets are sent host by host or node by node to one of'its
neighbours randomly. This is highly robust method which is usually implemented by sending
packets onto the link which is least queued.

Differences b/w Adaptive and Non-Adaptive Routing Algorithm

illF fiin i

i u}L_

Define Adaptive Routing algorithm is an algorithm that  The Non-Adaptive Routing algarithm is an algorithm that
constructs the routing table based on the network  constructs the static table to determine which node to send
conditions. the packet.

' Usage Adaptive routing algorithm is used by dynamic The Non-Adaptive Routing algorithmiijs used by static
routing. routing.

Routing Routing decisions are made based on topology Routing decisions are the static tables.

decision and network traffic,

| Categorization  The types of adaptive routing algorithm, are The types of Non Adaptive routing algorithm are flooding
: Centralized, isolation and distributed algorithm. and random walks. ;

| Complexity Adaptive Routing algorithms are more complex. Non-Adaptive Routing algorithms are simple,

Shortest Path Algorithm:

Shortest path algorithm is a type of static routing algorithm. The shortest path problem is about
finding a path between 2 vertices in a graph such that the total sum of the edges weights is
minimum. This problem could be solved easily using Dijkstra Algorithm which finds the shortest
paths between a source and all destinations in the network.

It depends on the following concept: Shortest path contains at most n—1 edges, because the shortest
path couldn't have a cycle.

Algorithm Steps:

¢ The outer loop traverses from 0 : n—1.
« Loop over all edges, check if the next node distance < current node distance + edge weight,
in this case update the next node distance to "current node distance + edge weight".

This algorithm depends on the relaxation principle where the shortest distance for all vertices is
gradually replaced by more accurate values until eventually reaching the optimum solution. In the
beginning all vertices have a distance of "Infinity", but only the distance of the source vertex =0,
then update all the connected vertices with the new distances (source vertex distance + edge
weights), then apply the same concept for the new vertices with new distances and so on.
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¢ Each node is labeled with its distance from the source node along the best known path.

e [Initially, no paths are known, so all nodes are labeled with infinity. As the algorithm proceeds
and paths are found, the labels may change, reflecting better paths.

e A label may be either tentative or permanent. Initially, all labels are tentative. When it is
discovered that a label represents the shortest possible path from the source to that node, it is
made permanent and never changed thereafter.

e Let us assume the weights represent, for example, distance. We want to find the shortest
path from A4 to D from the following Graph.

B(2,A)
A E (4,B)
G (6, A) H (==, -) G (5,E) H (o=, )
() (d)
B (2 A) C(9,B) B (2 A) C(9,B)
E(4,B) . E (4,8
A (4.8 DD(ee-) A 8 @. D (e0-)
G (5, E) H (9, G) G (5 E) / H(8 F)
(e) U]

The first six steps used in computing the shortest path from A to D.
The arrows indicate the working node.

e We start out by marking node A4 as permanent, indicated by a filled-in circle. Then we
examine, in turn, each of the nodes adjacent to 4 (the working node), relabeling each one
with the distance to A.

¢ Whenever a node is relabeled, we also label it with the node from which the probe was made
so that we can reconstruct the final path later.

o If the network had more than one shortest path from 4 to D and we wanted to find all of
them, we would need to remember all of the probe nodes that could reach a node with the
same distance.

e Having examined each of the nodes adjacent to 4, we examine all the tentatively labeled
nodes in the whole graph and make the one with the smallest label permanent, as shown in
Fig. 5-7(b). This one becomes the new working node.
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e We now start at B and examine all nodes adjacent to it. If the sum of the label on B and the
distance from B to the node being considered is less than the label on that node, we have a
shorter path, so the node is relabeled.

e After all the nodes adjacent to the working node have been inspected and the tentative labels
changed if possible, the entire graph is searched for the tentatively labeled node with the
smallest value. This node is made permanent and becomes the working node for the next
round. Figure 5-7 shows the first six steps of the algorithm.

Flooding

Flooding is a simple routing technique in computer networks where Flooding algorithm makes the
decision about path based on local knowledge, not the complete picture of the network. Flooding
is the static routing algorithm. Flooding, in which every incoming packet is sent out on every
outgoing line except the one it arrived on. One major problem of this algorithm is that it generates a
large number of duplicate packets on the network. Several measures are takes to stop the
duplication of packets. These are:

I. One solution is to include a hop counter in the header of each packet. This counter is
decremented at each hop along the path. When this counter reaches zero the packet is
discarded. Ideally, the hop counter should become zero at the destination hop, indicating that
there are no more intermediate hops and destination is reached. This requires the knowledge
of exact number of hops from a source to destination.

2. Another technique is to keep the track of the packed that have been flooded, to avoid
sending them a second time. For this, the source router put a sequence number in each
packet it receives from its hosts. Each router then needs a list per source router telling which
sequence numbers originating at that source have already been seen. If an incoming packet
is on the list, it is not flooded.

3. Another solution is to use selective flooding. In selective flooding the routers do not send
every incoming packet out on every output line. Instead packet is sent only on those lines
which are approximately going in the right direction.

Distance Vector Routing

A distance vector routing algorithm operates by having each router maintain a table (i.e., a vector)
giving the best known distance to each destination and which link to use to get there. These tables
are updated by exchanging information with the neighbors. Eventually, every router knows the best
link to reach each destination. The distance vector routing algorithm is sometimes called by other
names, most commonly the distributed Bellman-Ford routing algorithm, after the researchers who
developed it. It's a dynamic routing algorithm. It was the original ARPANET routing algorithm and
was also used in the Internet under the name RIP. In distance vector routing, each router maintains
a routing table known as vector. This local routing table containing one entry for each router in the
network. This entry has three parts: the destination, an estimate of the distance to that destination
and next hop.
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How it Works:

Step-1:
Each router prepares its routing table. By their local knowledge. Each router knows about-

« All the Routers present in the network.
« Distance to its neighbor Routers.
Step-2:

» Each router exchanges its distance vector with its neighboring routers.

» Each router prepares a new routing table using the distance vectors it has obtained from its
neighbors.

« This step is repeated for (n-1) times if there are n routers in the network.
« After this, routing tables converge / become stable

Distance Vector Routing Example

Consider- There is a network consisting of 4 routers. The weights are mentioned on the edges.
Weights could be distances or costs or delays.

Step-1:
Initially each router prepares its routing table using its local knowledge.
~ AtD ~ALC
Desninanon Distance Neat Hop Destination Distancs NextHop |
A 1 A A e =}
B 7 B B 3
D 1 c
c 11 | (o 0 C
D 0 D D 11
1 3
AtA AtB
Detisatien | Disisses | weati A 2 B Detinstion Dustance | Next Ho
A 0 M A 2 A
B :» |B B 2 1B
3 C
+ af -
D 1 D D 7 D
Step: 2

» Each router exchanges its distance vector obtained in Step-01 with its neighbors.
» After exchanging the distance vectors, each router prepares a new routing table.

At Router A
» Router A receives distance vectors from its neighbors B and D.
» Router A prepares a new routing table as-




FromB From D Desunation| Distance | Next hop
2 1 A 0 A
0 7 B
3 " o
7 0 D
Cost(A-+B)=2 Cost(A—D)=1 New Routing Table at Router A

+ Cost of reaching destination B from router A =min { 2+0, 1+7 } =2 via B.
+ Cost of reaching destination C from router A =min { 2+3, 1+11 } =5 via B.
» Cost of reaching destination D from router A = min { 2+7, 1+0 } =1 viaD

- 1 D __‘
At Router B
* Router B receives distance vectors from its neighbors A, C and D.
™~ * Router B prepares a new routing table as-
From A From C From D
0 00 1
7
0 0 11
1 1 0

Cost(B-+A)=2 Cost(B-C)=3 Cost(B-D)=7
+ Cost of reaching destination A from router B = min { 2+0 . 3+o0 , 7+1 } =2via A.
» Cost of reaching destination C from router B = min { 2+, 340, 7+11 }=3viaC.
» Cost of reaching destination D from router B = min { 2+1, 3+11, 7+0 } =3 viaA.
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Thus, the new routing table at router B is-

Destina;ion. " Dista;l::;—_ I;I;xl Hc;p
U T
B - --0 | B
I Cc __3 - C o
D 3 . A _

At Router C-
+ Router C receives distance vectors from its neighbors B and D.
« Router C prepares a new routing table as-

From B FromD
2 1
0 7
3 11
[ v 0
Cost(C—B)=3 Cost(C-D)=11
o Cost of reaching destination A from router C =min { 3+2, 11+1 } =5 via B.
« Cost of reaching destination B from router C = min { 3+0, 11+7 } = 3 via B.
« Cost of reaching destination D from router C = min { 3+7, 1140 } =10 via B.
Thus, the new routing table at router C is
Becilaation e Hop
: A : - 5 i B
B ‘ 3 B
‘ D ‘ 10 . B
') At Router D-

o Router D receives distance vectors from its neighbors A, B and C.
« Router D prepares a new routing table as-

From A From B From C
0 o0
2 0 3
) 3 0
1 7 11

Cost(D +A)=1 Cost(D—-B)=7 Cost(D—C)=11
» Cost of reaching destination A from router D=min { 1+0,7+2, 114w } = 1 via A.
« Cost of reaching destination B from router D =min { 142, 740, 1143 } =3 via A.
» Cost of reaching destination C from router D=min { 14w, 7+3, 11+0 } = 10 via B.
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Thus, the new routing table at router D is

— : e
| Destination Distance Next Hop
} | PERNTE | =i

A I 1 A
— i it

B 3 A
R = .|
! o 10 B

D 0 D

Step-03:
» Each router exchanges its distance vector obtained in Step-02 with its neighboring routers.
» After exchanging the distance vectors, each router prepares a new routing table.
At Router A
» Router A receives distance vectors from its neighbors B and D.
» Router A prepares a new routing table as-

From B From D
2 1
0 3
3 10
3 0

Cost(A—B)=2 Cost(A—D)=1
o Cost of reaching destination B from router A = min { 2+0, 143 } =2 via B.
» Cost of reaching destination C from router A = min { 243, 1+10 } = 5 via B.

» Cost of reaching destination D from router A =min { 243, 1+0 } = 1 via D.
Thus, the new routing table at router A is-

i Destination ‘ Distance | Nex_tHop
. - o= — 1
A 0 A i
. | i | | S— ___8_7
| D ‘ 1 - D o

At Router B-
» Router B receives distance vectors from its neighbors A, C and D.
» Router B prepares a new routing table as-
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From A From C From D

0 5 1
2 3 3
5 0 10
1 10 0

Cost(B—+A)=2 Cost(B-C)=3 Cost(B-+D)=3
« Cost of reaching destination A from router B =min { 2+0,3+5,3+1 } =2 via A.
« Cost of reaching destination C from router B = min { 2+5, 3+0, 3+10 } =3 via C.
« Cost of reaching destination D from router B =min { 2+1,3+10,3+0 } =3 via A.
Thus, the new routing table at router B is-

Destination Distance ‘ Next Hop
e ____i = 1 ;__
R IR e
C ___é Cc ___I‘
b s | 5 |

At Router C-
« Router C receives distance vectors from its neighbors B and D.
« Router C prepares a new routing table as-

From B FromD
2 1
0 3
3 10
3 0

Cost(C—B)=3 Cost(C-D)=10
« Cost of reaching destination A from router C = min { 3+2, 10+1 } =5 via B.
« Cost of reaching destination B from router C = min { 3+0, 10+3 } =3 via B.
« Cost of reaching destination D from router C = min { 3+3 , 10+0 } =6 via B.
Thus, the new routing table at router C is-

" Destination | Distance | NextHop
— —
s | 3 '
— -
o s | B
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At Router D-
« Router D receives distance vectors from its neighbors A, B and C.
+ Router D prepares a new routing table as-

From A From B From C
0 2 5
2 0 3
5 3 0
1 3 10

Cost(D—A)=1 Cost(D—B)=3 Cost(D-C)=10
« Cost of reaching destination A from router D =min { 140, 3+2, 10+5 } =1 via A.
o Cost of reaching destination B from router D =min { 142, 3+0, 1043 } =3 via A.
« Cost of reaching destination C from router D = min { 1+5, 343 , 1040 } = 6 via A.
Thus, the new routing table at router D is-

Destination Distance " Next Hop
: A 1 | A
B 3 A
C | & A
b | 0 | D

This is how final routing tables will be updated at each router.

The Count-to-Infinity Problem

One of the important issues in Distance Vector Routing is County of Infinity Problem.
Counting to infinity is just another name for a routing loop.

In distance vector routing, routing loops usually occur when an interface goes down.

It can also occur when two routers send updates to each other at the same time.

So in this example, the Bellman-Ford algorithm will converge for each router, they will have entries
for each other. B will know that it can get to C at a cost of 1, and A will know that it can get to C via
B at a cost of 2.




If the link between B and C is disconnected, then B will know that it can no longer get to C via that
link and will remove it from it’s table. Before it can send any updates it’s possible that it will receive
an update from A which will be advertising that it can get to C at a cost of 2. B can get to A at a cost
of 1, so it will update a route to C via A at a cost of 3. A will then receive updates from B later and
update its cost to 4. They will then go on feeding each other bad information toward infinity which is
called as Count to Infinity problem.

Solution for Count to Infinity problem:-
1. Route Poisoning:

When a route fails, distance vector protocols spread the bad news about a route failure by poisoning
the route. Route poisoning refers to the practice of advertising a route, but with a special metric value
called Infinity. Routers consider routes advertised with an infinite metric to have failed. Each distance
vector routing protocol uses the concept of an actual metric value that represents infinity. RIP defines
infinity as 16. The main disadvantage of poison reverse is that it can significantly increase the size of
routing announcements in certain fairly common network topologies.

R1 R2
.0.1.0/
i

10.0.1.0/24, metric 16

2.Split horizon:

In computer networking, split-herizon route advertisement is a method of preventing routing loops
in distance-vector routing protocols by prohibiting a router from advertising a route back onto the
interface from which it was learned

If the link between B and C goes down, and B had received a route from A , B could end up using
that route via A. A would send the packet right back to B, creating a loop. But according to Split -
horizon Rule, Node A does not advertise its route for C (namely A to B to C) back to B.

On the surface, this seems redundant since B will never route via node A because the route costs more
than the direct route from B to C.
Consider the following network topology showing Split horizon-

R1 R2
- —r X opum

10.0.1.0/24 10.0.1.0/24




Link-State Routing

Link-state routing is an alternative to distance-vector. It is also a dynamic routing algorithm. In
distance-vector routing, each node knows a bare minimum of network topology: it knows nothing
about links beyond those to its immediate neighbours. In the link-state approach, each node keeps
a maximum amount of network information: a full map of all nodes and all links. Routes are then
computed locally from this map, using the shortest-path-first algorithm. The map also allows
calculation of a new route as soon as news of the failure of the existing route arrives; distance-
vector protocols on the other hand must wait for news of a new route after an existing route fails.

o Link-state protocols distribute network map information through a modified form of
broadcast of the status of each individual link.

e It sends out link-state packets (LSPs) that “flood” the network. This broadcast process is
called reliable flooding.

o The link-state flooding algorithm avoids the usual problems of broadcast in the presence of
loops by having each node keep a database of all LSP messages. The originator of each LSP
includes its identity, information about the link that has changed status, and also a sequence
number.

e The next step is to compute routes from the network map, using the shortest-path-first
(SPF) algorithm. This algorithm computes shortest paths from a given node.

Link State Routing has two phases:

Reliable Flooding
o Initial state: Each node knows the cost of its neighbours.
o Final state: Each node knows the entire graph.

Route Calculation

Each node uses Dijkstra's algorithm on the graph to calculate the optimal routes to all nodes.
o The Link state routing algorithm is also known as Dijkstra's algorithm which is used to find
the shortest path from one node to every other node in the network.
o The Dijkstra's algorithm is an iterative, and it has the property that after k™ iteration of the
algorithm, the least cost paths are well known for k destination nodes.

Let's describe some notations:

o ¢(i,j): Link cost from node i to node j. If i and j nodes are not directly linked, then c(i, j) =
o0,

o D(v): It defines the cost of the path from source code to destination v that has the least cost
currently.

o P(v): It defines the previous node (neighbor of v) along with current least cost path from
source to v.

o N: It is the total number of nodes available in the network.
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Algorithm
Initialization
N={A} // Aisarootnode.
for all nodes v
if v adjacent to A
then D(v) = ¢(A,v)
else D(v) = infinity
loop
find w not in N such that D(w) is a minimum.
AddwtoN
Update D(v) for all v adjacent to w and not in N:
D(v) = min(D(v) , D(w) + c(w,V))
Until all nodes in N

In the above algorithm, an initialization step is followed by the loop. The number of times the loop
is executed is equal to the total number of nodes available in the network.

Hierarchical Routing

As networks grow in size, the router routing tables grow proportionally. Not only is router memory
consumed by ever-increasing tables, but more CPU time is needed to scan them and more
bandwidth is needed to send status reports about them. At a certain point, the network may grow to
the point where it is no longer feasible for every router to have an entry for every other router, so
the routing will have to be done hierarchically When hierarchical routing is used, the routers are
divided into what we will call regions. Each router knows all the details about how to route packets
to destinations within its own region but knows nothing about the internal structure of other regions.
When different networks are interconnected, it is natural to regard each one as a separate region to
free the routers in one network from having to know the topological structure of the other ones. For
huge networks, a two-level hierarchy may be insufficient; it may be necessary to group the regions
into clusters, the clusters into zones, the zones into groups, and so on, until we run out of names for
aggregations.

The following Figure(5.14) gives a quantitative example of routing in a two-level hierarchy with
five regions. The full routing table for router /4 has 17 entries, as shown in Fig. 5-14(b). When
routing is done hierarchically, as in Fig. 5-14(c), there are entries for all the local routers, as before,
but all other regions are condensed into a single router, so all traffic for region 2 goes via the /B-24
line, but the rest of the remote traffic goes via the /C-3B line. Hierarchical routing has reduced the
table from 17 to 7 entries. As the ratio of the number of regions to the number of routers per region
grows, the savings in table space increase.

Unfortunately, these gains in space are not free. There is a penalty to be paid: increased path length.

For example, the best route from /4 to 5C is via region 2, but with hierarchical routing all traffic to
region 5 goes via region 3, because that is better for most destinations in region 3.
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Full table for 1A Hierarchical table for 1A

Dest. Line Hops Dest. Line Hops
Region 1 Region 2 1Al - - 1Al - -
1B| 1B 1 iB| 1B 1
iC| 1C 1 iC| 1C 1
2A| 1B 2 2| 1B 2
2B| 1B 3 3| 1C 2
2C| 1B 3 4| 1C 3
2D| 1B 4 5| 1C 4
3A| 1C 3
aB| 1C 2
4A| 1C 3
: . o 4B| 1C 4
Region3 Region4 Region5 P 2
5A| 1C 4
58| 1C 5
5C 1B 5
5D| 1C 6
5E| 1C 5
(a) (b) (c)

Fig: Hierarchical routing.

When a single network becomes very large, an interesting question is ‘‘how many levels should the
hierarchy have?’’ For example, consider a network with 720 routers. If there is no hierarchy, each
router needs 720 routing table entries. If the network is partitioned into 24 regions of 30 routers
each, each router needs 30 local entries plus 23 remote entries for a total of 53 entries. If a three-
level hierarchy is chosen, with 8 clusters each containing 9 regions of 10 routers, each router needs
10 entries for local routers, 8 entries for routing to other regions within its own cluster, and 7 entries
for distant clusters, for a total of 25 entries.

Unicast routing

Most of the traffic on the internet and intranets known as unicast data or unicast traffic is sent with
specified destination. Routing unicast data over the internet is called unicast routing. It is the
simplest form of routing because the destination is already known. Hence the router just has to look
up the routing table and forward the packet to next hop.

L= -
- —>-—> a-—> -»-—a—g

Source Destination
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Broadcast Routing

Sending a packet to all destinations simultaneously is called broadcasting. Various methods have
been proposed for doing it.

"~
Source N‘ u'ﬁ Destination
-

A router creates a data packet and then sends it to each host one by one. In this case, the
router creates multiple copies of single data packet with different destination addresses. All
packets are sent as unicast but because they are sent to all, it simulates as if router is
broadcasting. This method consumes lots of bandwidth and router must destination address
of each node.

* Secondly, when router receives a packet that is to be broadcasted, it simply floods those
packets out of all interfaces. All routers are configured in the same way. This method is
easy on router's CPU but may cause the problem of duplicate packets received from peer
routers. Reverse path forwarding is a technique, in which router knows in advance about its
predecessor from where it should receive broadcast. This technique is used to detect and
discard duplicates.

The disadvantage with this method is wasteful of bandwidth and slow, but it also requires the
source to have a complete list of all destinations. This method is not desirable in practice, even
though it is widely applicable. An improvement is multidestination routing, in which each packet
contains either a list of destinations or a bit map indicating the desired destinations. When a packet
arrives at a router, the router checks all the destinations to determine the set of output lines that will
be needed. The router generates a new copy of the packet for each output line to be used and
includes in each packet only those destinations that are to use the line. In effect, the destination set
is partitioned among the output lines. After a sufficient number of hops, each packet will carry only
one destination like a normal packet. Multidestination routing is like using separately addressed
packets, except that when several packets must follow the same route, one of them pays full fare
and the rest ride free. The network bandwidth is therefore used more efficiently. However, this
scheme still requires the source to know all the destinations, plus it is as much work for a router to
determine where to send one multidestination packet as it is for multiple distinct packets.




Multicast Routing

Multicast routing is special case of broadcast routing with significance difference and challenges. In
broadcast routing, packets are sent to all nodes even if they do not want it. But in Multicast routing,
the data is sent to only nodes which wants to receive the packets.

Destination

Destination

The router must know that there are nodes, which wish to receive multicast packets (or stream)
then only it should forward. Multicast routing works spanning tree protocol to avoid looping.

Multicast routing also uses reverse path Forwarding technique, to detect and discard duplicates and
loops.

Anycast Routing

Anycast packet forwarding is a mechanism where multiple hosts can have same logical address.
When a packet destined to this logical address is received, it is sent to the host which is nearest in

routing topology.
DNS Server
AnyCast
T Destination

_.(
j —>-—>4

Q—Hd - - =]
3 AnyCast
- -

Destination

AnyCast
Destination

Anycast routing is done with help of DNS server. Whenever an Anycast packet is received it is
enquired with DNS to where to send it. DNS provides the IP address which is the nearest IP
configured on it.

Source

-




CONGESTION

Congestion in a net work may occur if the load on the network is greater than the capacity of a
network. If congestion occurs too many packets present in (a part of) the network causes packet
delay and loss that degrades performance. This situation is called congestion.

i Ideal
% Desirable
.§ response
o c .
pr ongestion
4 Onset of
B congestion 0ieee
3

Offered load (packet/sec)

Figure 5-21. With too much traffic, performance drops sharply.

When the number of packets hosts send into the network is well within its carrying capacity, the
number delivered is proportional to the number sent. If twice as many are sent, twice as many are
delivered. However, as the offered load approaches the carrying capacity, bursts of traffic
occasionally fill up the buffers inside routers and some packets are lost. These lost packets consume
some of the capacity, so the number of delivered packets falls below the ideal curve. The network is
now congested.

Delay Throughput
A A

No congestion area] Congestion area Ne congestion Congestion area
area

r
Y

Capacity Load Capacity Load

a. Delay as a function of load b. Throughput as a function of load

Fig: Packet delay and throughput as functions of load
Approaches to Congestion Control

The presence of congestion means that the load is (temporarily) greater than the resources (in a part
of the network) can handle. Two solutions come to mind: increase the resources or decrease the
load. As shown in Fig. 5-22, these solutions are usually applied on different time scales to either
prevent congestion or react to it once it has occurred.

o~

19

4 E. — :-;"II ,u___“:-(-fn\ .

{.[< 27" PRINCIPAL

A Vignan's gttt of Masagenent & Technolagy For Womss

\\: “n“pu,{v)lgmugnrm},Had:hal-Matkaigin{Dtj-Sm30
Telangana Siale



Network Traffic-aware  Admission Traffic Load

provisioning routing control throttling shedding
Slower Faster
(Preventative) (Reactive)

Figure 5-22. Timescales of approaches to congestion control.

Network Provisioning: Is the most basic way to avoid congestion is to build a network that
is well matched to the traffic that it carries. Sometimes resources can be added dynamically
when there is serious congestion, for example, turning on spare routers or enabling lines that
are normally used only as backups or purchasing bandwidth on the open market. More often,
links and routers that are regularly heavily utilized are upgraded at the earliest opportunity.
This is called provisioning.

Traffic-aware routing: Splitting traffic across multiple paths is called traffic-aware routing.
To make the most of the existing network capacity, routes can be tailored to traffic patterns
that change during the day as network users wake and sleep in different time zones. For
example, routes may be changed to shift traffic away from heavily used paths by changing
the shortest path weights.

Admission control: However, sometimes it is not possible to increase capacity. The only
way then to beat back the congestion is to decrease the load. In a virtual-circuit network,
new connections can be refused if they would cause the network to become congested. This
is called admission control. At a finer granularity, when congestion is imminent the
network can deliver feedback to the sources whose traffic flows are responsible for the
problem. The network can request these sources to throttle their traffic, or it can slow down
the traffic itself.

Load shedding: The process of forcing the network to discard packets that it cannot deliver
is generally called as Load Shedding. A good policy for choosing which packets to discard
can help to prevent congestion collapse.

Traffic Throttling: In the Internet and many other computer networks, senders adjust their
transmissions to send as much traffic as the network can readily deliver. When congestion

is imminent, it must tell the senders to throttle back their transmissions and slow down so
that congestion can be avoided.

Some approaches to throttling traffic

Each approach must solve two problems.

£\

First, routers must determine when congestion is approaching, ideally before it has arrived.
To do so, each router can continuously monitor the resources it is using. Three possibilities
are

The utilization of the output links,

The buffering of queued packets inside the router,

And the number of packets that are lost due to insufficient buffering.

L -
"‘L/‘b‘l/ @

g {nafituie
\[) Ghatiess
{8\®

L}
‘-.;"\l}'.'i an

--Ir‘:'l""f' R



e The second problem is that routers must deliver timely feedback to the senders that are
causing the congestion. Congestion is experienced in the network, but relieving congestion
requires action on behalf of the senders that are using the network. To deliver feedback, the
router must identify the appropriate senders. It must then warn them carefully, without
sending many more packets into the already congested network. Different schemes use
different feedback mechanisms

a) Choke Packets: The most direct way to notify a sender of congestion is to tell it directly.
In this approach, the router selects a congested packet and sends a choke packet back to
the source host, To avoid increasing load on the network during a time of congestion, the
router may only send choke packets at a low rate. When the source host gets the choke
packet, it is required to reduce the traffic sent to the specified destination, for example, by
50%.

b) Explicit Congestion Notification: Instead of generating additional packets to warn of
congestion, a router can tag any packet it forwards (by setting a bit in the packet’s header)
to signal that it is experiencing congestion. When the network delivers the packet, the
destination can note that there is congestion and inform the sender when it sends a reply
packet. The sender can then throttle its transmissions as before. This design is called
ECN (Explicit Congestion Notification) and is used in the Internet.

If any of the routers they pass through is congested, that router will then mark the packet
as having experienced congestion as it is forwarded. The destination will then echo any
marks back to the sender as an explicit congestion signal in its next reply packet. This is
shown with a dashed line in the figure to indicate that it happens above the IP level (e.g.,
in TCP). The sender must then throttle its transmissions, as in the case of choke packets.

Packet Congested Marked

L__)/ _ / router

Congestion signal

Figure 5-25. Explicit congestion notification

¢) Hop-by-Hop Backpressure An alternative approach is to have the choke packet take
effect at every hop it passes through. As shown in the sequence of Fig. 5-26(b). Here, as
soon as the choke packet reaches F, F is required to reduce the flow to D. Doing so will
require F to devote more buffers to the connection, since the source is still sending away
at full blast, but it gives D immediate relief, like a headache remedy in a television
commercial. In the next step, the choke packet reaches E, which tells E to reduce the flow
to F. This action puts a greater demand on E’s buffers but gives F' immediate relief.
Finally, the choke packet reaches A and the flow genuinely slows down.
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o Load Shedding: Load shedding is a fancy way of saying that when routers are being

inundated by packets that they cannot handle, they just throw them away. The term comes
from the world of electrical power generation, where it refers to the practice of utilities
intentionally blacking out certain areas to save the entire grid from collapsing on hot
summer days when the demand for electricity greatly exceeds the supply. The key question
for a router drowning in packets is which packets to drop.

The preferred choice may depend on the type of applications that use the network. For a file
transfer, an old packet is worth more than a new one. This is because dropping packet 6 and
keeping packets 7 through 10, for example, will only force the receiver to do more work to
buffer data that it cannot yet use. In contrast, for real-time media, a new packet is worth
more than an old one. This is because packets become useless if they are delayed and miss
the time at which they must be played out to the user. The former policy (old is better than
new) is often called wine and the latter (new is better than old) is often called milk because
most people would rather drink new milk and old wine than the alternative.

Random early detection (RED), also known asrandom early discard or random
early drop is a queu_jngﬁfsci@e for a network scheduler suited for congestion avoidance
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By having routers drop packets early, before the situation has become hopeless, there is time
for the source to take action before it is too late. To determine when to start discarding,
routers maintain a running average of their queue lengths. When the average queue length
on some link exceeds a threshold, the link is said to be congested and a small fraction of the
packets are dropped at random. RED routers improve performance compared to routers that
drop packets only when their buffers are full. RED is used when hosts cannot receive
explicit signals.

Congestion control techniques can be broadly classified into two categories called

1) Open-Loop Congestion Control : Open loop congestion control policies are applied to prevent
congestion before it happens. The congestion control is handled either by the source or the
destination.

2) Closed-Loop Congestion Control: Closed loop congestion control technique is used to treat or
alleviate congestion after it happens.

QUALITY OF SERVICE

Quality-of-Service (QoS) refers to traffic control mechanisms that seek to either differentiate
performance based on application or network-operator requirements or provide predictable or
guaranteed performance to applications, sessions or traffic aggregates. An easy solution to provide
good quality of service is to build a network with enough capacity for whatever traffic will be
thrown at it. The name for this solution is overprovisioning. The resulting network will carry
application traffic without significant loss and, assuming a decent routing scheme, will deliver
packets with low latency.

Need for QoS —
« Video and audio conferencing require bounded delay and loss rate.
« Video and audio streaming requires bounded packet loss rate, it may not be so sensitive to
delay.
« Time-critical applications (real-time control) in which bounded delay is considered to be an
important factor.
» Valuable applications shouldbeprovided better services than less valuable applications.
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QoS requirements for an Application can be specified as:

1. Delay: Network delay refers to the amount of time it takes for a packet to go from point A to
point B. If Point A is the source and point B is the destination, then the delay is called an end to
end delay.

2. Delay Variation(Jitter): It is the variation of the delays with which packets travelling on a
network connection reach their destination.

3. Throughput: Throughput is usually measured in bits per second (bit/s or bps), and sometimes
in data packets per second (p/s or pps) or data packets per time slot.

4. Error Rate: The degree of errors encountered during data transmission over a communications
or network connection. The higher the error rate, the less reliable the connection or data
transfer will be.

5. Bandwidth describes the maximum data transfer rate of a network or Internet connection,
For example, a gigabit Ethernet connection has a bandwidth of 1,000 Mbps

For better quality services an application may require less Delay, less jitter, less error rate , more
bandwidth and more throughput.

TECHNIQ Q UES TO IMPROVE QoS
Some techniques that can be used to improve the quality of service. The four common methods:

1) Scheduling,

2) Traffic shaping

3) Admission control, and

4) Resource reservation.
1. Scheduling

Packets from different flows arrive at a switch or router for processing. A good scheduling
technique treats the different flows in a fair and appropriate manner. Several scheduling techniques
are designed to improve the quality of service, three of them here are :
a) FIFO queuing
b) Priority queuing, and
¢) Weighted fair queuing.
a) FIFO queuing: In first-in, first-out (FIFO) queuing, packets wait in a buffer (queue) until
the node (router or switch) is ready to process them. If the average arrival rate is higher than
the average processing rate, the queue will fill up and new packets will be discarded.

Arrival Departure
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b) Priority queuing: In priority queuing, packets are first assigned to a priority class. Each
priority class has its own queue. The packets in the highest-priority queue are processed
first. Packets in the lowest- priority queue are processed last.A priority queue can provide
better QoS than the FIFO queue because higher priority traffic, such as multimedia. can
reach the destination with less delay. However, there is a potential drawback. If there is a
continuous flow in a high-priority queue, the packets in the lower-priority queues will never
have a chance to be processed. This is a condition called starvation

The switch turns to the other
- - queue when the current one
is empty.

Higher-priority
queue

Arrival Departure

Discard

Lower-priority
queue

Discard

¢) Weighted fair queuing: A better scheduling method is weighted fair queuing. In this
technique, the packets are still assigned to different classes and admitted to different queues.
The queues, however, are weighted based on the priority of the queues: higher priority
means a higher weight. The system processes packets in each queue in a round-robin fashion
with the number of packets selected from each queue based on the corresponding weight.
For example, if the weights are 3, 2, and 1, three packets are processed from the first queue,
two from the second queue, and one from the third queue. If the system does not impose
priority on the classes, all weights can be equal. In this way, we have fair queuing with
priority.

The turning switch selects
3 packets from first queue,
then 2 packets from the second
queue, then 1 packet from the
third queue. The cycle repeats.

Arrival i :_. : Processor Departure

2. Traffic Shaping

Traffic shaping is a mechanism to control the amount and the rate of the traffic sent to the network.
Two techniques can shape traffic are:

1) Leaky bucket Algorithm and

2) Token bucket Algorithm
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a. Leaky Bucket: If a bucket has a small hole at the bottom, the water leaks from the bucket at a
constant rate as long as there is water in the bucket. The rate at which the water leaks does not
depend on the rate at which the water is input to the bucket unless the bucket is empty. The input
rate can vary, but the output rate remains constant. Similarly, in networking, a technique called
leaky bucket can smooth out bursty traffic. Bursty chunks are stored in the bucket and sent out at an
average rate. This can be seen from the below diagram.

A
12 Mbps
2 Mbps
+ Pt .| —t || o
012345678910 53
Bursty data
A
3 Mbps
4 Fixed flow |
" 012345678910 °

Fixed-rate data

In the figure, we assume that the network has committed a bandwidth of 3 Mbps for a host. The use
of the leaky bucket shapes the input traffic to make it conform to this commitment. In above Figure,
the host sends a burst of data at a rate of 12 Mbps for 2 s, for a total of 24 Mbits of data. The host is
silent for 5 s and then sends data at a rate of 2 Mbps for 3 s, for a total of 6 Mbits of data. In all, the
host has sent 30 Mbits of data in 10s. The leaky bucket smooth’s the traffic by sending out data at a
rate of 3 Mbps during the same 10 s.

Leaky bucket implementation

A leaky bucket algorithm shapes bursty traffic into fixed-rate traffic by averaging the data rate. It
may drop the packets if the bucket is full.

Leaky bucket algorithm

' Remove packets
at a constant rate |

Departure

Discard

A FIFO queue holds the packets. If the traffic consists of fixed-size packets (e.g.. cells in ATM
networks), the process removes a fixed number of packets from the queue at each tick of the clock.
If the traffic consists of variable-length packets, the fixed output rate must be based on the number
of bytes or bits.
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b. Token Bucket: The leaky bucket is very restrictive. It does not credit an idle host. For example,
if a host is not sending for a while, its bucket becomes empty. Now if the host has bursty data, the
leaky bucket allows only an average rate. The time when the host was idle is not taken into account.
On the other hand, the token bucket algorithm allows idle hosts to accumulate credit for the future
in the form of tokens. For each tick of the clock, the system sends n tokens to the bucket. The
system removes one token for every cell (or byte) of data sent. For example, if n is 100 and the host
is idle for 100 ticks, the bucket collects 10,000 tokens. The token bucket allows bursty traffic at a
regulated maximum rate.

The token bucket can easily be implemented with a counter. The token is initialized to zero. Each
time a token is added, the counter is incremented by 1. Each time a unit of data is sent, the counter
is decremented by 1. When the counter is zero, the host cannot send data.

One token added

| One token removed
| and discarded
| per cell transmitted

Arrival

Discard

3. Admission Control: It is a mechanism used by the networking device like router and switches
to accept or reject a flow based on predefined parameters called flow specification. Before a
router accepts a flow for processing, it checks the flow specification to see if its capacity and its
previous commitments to other flows can handle the new flow.

4. Resource Reservation: A flow of data needs resource such as buffer bandwidth, CPU time and
so on. The QoS is improved if these resources are reserved beforehand.

Internetworking

In real world scenario, networks under same administration are generally scattered geographically.
There may exist requirement of connecting two different networks of same kind as well as of
different kinds. Routing between two networks is called internetworking. Networks can be
considered different based on various parameters such as, Protocol, topology and addressing
scheme. In internetworking, routers have knowledge of each other’s address and addresses beyond
them. They can be statically configured go on different network or they can learn by using
internetworking routing protocol.
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Routing protocols which are used within an organization or administration are called Interior
Gateway Protocols or IGP. RIP, OSPF are examples of IGP. Routing between different
organizations or administrations may have Exterior Gateway Protocol, and there is only one EGP
i.e. Border Gateway Protocol.

Tunneling

A technique of internetworking called Tunneling is used when source and destination networks
of same type are to be connected through a network of different type. Tunneling is also known as
port forwarding .Tunneling is widely used to connect isolated hosts and networks using other
networks. The network that results is called an overlay since it has effectively been overlaid on the
base network. Tunneling involves allowing private network communications to be sent across a
public network, such as the Internet, through a process called encapsulation.

For Example : This case is where the source and destination hosts are on the same type of network,
but there is a different network in between. As an example, think of an international bank with an
IPv6 network in Paris, an IPv6 network in London and connectivity between the offices via the
IPv4 Internet. Tunneling a packet from Paris to London can be seen in below fig.

Paris Houter\x‘“-—J\

Router London

Tunnel

To send an IP packet to a host in the London office, a host in the Paris office constructs the packet
containing an IPv6 address in London, and sends it to the multiprotocol router that connects the
Paris IPv6 network to the IPv4 Internet. When this router gets the IPv6 packet, it encapsulates the
packet with an IPv4 header addressed to the IPv4 side of the multiprotocol router that connects to
the London IPv6 network. That is, the router puts a (IPv6) packet inside a (IPv4) packet. When this
wrapped packet arrives, the London router removes the original [Pv6 packet and sends it onward to
the destination host. The path through the IPv4 Internet can be seen as a big tunnel extending from
one multiprotocol router to the other. The IPv6 packet just travels from one end of the tunnel to the
other, snug in its nice box. It does not have to worry about dealing with IPv4 at all. Neither do the
hosts in Paris or London. Only the multiprotocol routers have to understand both IPv4 and IPv6
packets. In effect, the entire trip from one multiprotocol router to the other is like a hop over a
single link.

Tunneling is widely used to connect isolated hosts and networks using other networks. The network
that results is called an overlay since it has effectively been overlaid on the base network.

Packet Fragmentation
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Fragmentation is an important function of network layer. It is technique in which gateways
break up or divide larger packets into smaller ones called fragments. Each fragment is then sent as
a separate internal packet. Each fragment has its separate header and trailer. Sometimes, a
fragmented datagram also get fragmented when it encounter a network that handle smaller
fragments. Thus, a datagram can be fragmented several times before it reaches final destination.
Reverse process of the fragmentation is difficult. Reassembly of fragments is usually done by the
destination host because each fragment has become an independent datagram.

There are two different strategies for the recombination or we can say reassembly of fragments :
Transparent Fragmentation, and Non-Transparent Fragmentation.

1. Transparent Fragmentation :
This fragmentation is done by one network is made transparent to all other subsequent
networks through which packet will pass. Whenever a large packet arrives at a gateway, it
breaks packet into smaller fragments as shown in the following figure gateway G1 breaks a
packet into smaller fragments.

After this, each fragment is going to address to same exit gateway. Exist gateway of a network
reassembles or recombines all fragments example is shown in the above figure as exit
gateway, G2 of network 1 recombines all fragments created by G1 before passing them to
network 2. Thus, subsequent network is not aware that fragmentation has occurred. This type
of strategy is used by ATM networks. These networks use special hardware that provides
transparent fragmentation of packets.

There are some disadvantages of transparency strategy which are as follows :

» Exit fragment that recombines fragments in a network must known when it has received all
fragments.

» Some fragments chooses different gateways for exit that results in poor performance.

» It adds considerable overhead in repeatedly fragmenting and reassembling large packet.

Network 2
Packet -
[ J—(leg—[a][__]
G2 G 4
G fragments reassembles G, fragments reassembles
a large packet the fragments again again
(a)
Packet 0 O I O
O 0 |
0 @ | O
| 0—— O
a | a
G, fragments The fragments are not reassembled
a large packet until the final destination (a host) is reached
(b)

Figure 5-42. (a) Transparent fragmentation. (b) Nontransparent fragmentation.
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2. Non-Transparent Fragmentation :
This fragmentation is done by one network is non-transparent to the subsequent networks

through which a packet passes. Packet fragmented by a gateway of a network is not
recombined by exit gateway of same network as shown in the below figure.

Once a packet is fragmented, each fragment is treated as original packet. All fragments of a
packet are passed through exit gateway and recombination of these fragments is done at the
destination host.

Disadvantages of Non-Transparent Fragmentation is as follows :

e Every host has capability of reassembling fragments.

e When a packet is fragmented, fragments should be numbered in such a way that the
original data stream can be reconstructed.

o Total overhead increases due to fragmentation as each fragment must have its own header.

THE NETWORK LAYER IN THE INTERNET

In the network layer, the Internet can be viewed as a collection of networks or ASes (Autonomous
Systems) that are interconnected. There is no real structure, but several major backbones exist.
These are constructed from high-bandwidth lines and fast routers. The biggest of these backbones,
to which everyone else connects to reach the rest of the Internet, are called Tier 1 networks.
Attached to the backbones are ISPs (Internet Service Providers) that provide Internet access to
homes and businesses, data centers and colocation facilities full of server machines, and regional
(mid-level) networks. The data centers serve much of the content that is sent over the Internet.
Attached to the regional networks are more ISPs, LANs at many universities and companies, and
other edge networks.

Leased
A U.S. backbone transatiantic European backbone

Leased lines
to Asia

Figure 5-45. The Internet is an interconnected collection of many networks.

The glue that holds the whole Internet together is the network layer protocol, IP (Internet
Protocol).
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Communication in the Internet works as follows.

The transport layer takes data streams and breaks them up so that they may be sent as IP
packets. In theory, packets can be up to 64 KB each, but in practice they are usually not
more than 1500 bytes.

[P routers forward each packet through the Internet, along a path from one router to the next,
until the destination is reached.

At the destination, the network layer hands the data to the transport layer, which gives it to
the receiving process. When all the pieces finally get to the destination machine, they are
reassembled by the network layer into the original datagram.

This datagram is then handed to the transport layer.

The IP Version 4 Protocol

IPv4 is a connectionless protocol used in packet-switched layer networks, such as
Ethernet. It provides a logical connection between network devices by providing
identification for each device. There are many ways to configure IPv4 with all kinds of
devices — including manual and automatic configurations — depending on the network
type.

IPv4  is  defined and specified in IETF  publication RFC  791.
[Pv4 uses 32-bit addresses for Ethernet communication in five classes: A, B, C, D and E.
Classes A, B and C have a different bit length for addressing the network host. Class D
addresses are reserved for military purposes, while class E addresses are reserved for
future use.

IPv4 uses 32-bit (4 byte) addressing, which gives 232 addresses. [Pv4 addresses are written
in the dot-decimal notation, which comprises of four octets of the address expressed
individually in decimal and separated by periods, for instance, 192.168.1.5.

- 32 Bits -
TR T e S | S T S N A M S T A A A N |
Version IHL  |Differentiated services Total length
Identification E:-* E ?f Fragment offset
Time to live Protocol Header checksum
Source address
Destination address
T Options (0 or more words) -

Figure 5-46. The IPv4 (Internet Protocol) header.
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e VERSION: Version of the IP protocol (4 bits), which is 4 for IPv4

e HLEN: IP header length (4 bits), which is the number of 32 bit words in the header. The
minimum value for this field is 5 and the maximum is 15.

o Type of service: Low Delay, High Throughput, Reliability (8 bits)

e Total Length: Length of header + Data (16 bits), which has a minimum value 20 bytes
and the maximum is 65,535 bytes.

¢ Identification: Unique Packet Id for identifying the group of fragments of a single IP
datagram (16 bits)

¢ Flags: 3 flags of 1 bit each : reserved bit (must be zero), do not fragment flag, more
fragments flag (same order)

* Fragment Offset: Represents the number of Data Bytes ahead of the particular fragment
in the particular Datagram. Specified in terms of number of 8 bytes, which has the
maximum value of 65,528 bytes.

* Time to live: Datagram’s lifetime (8 bits), It prevents the datagram to loop through the
network by restricting the number of Hops taken by a Packet before delivering to the
Destination.

* Protocol: Name of the protocol to which the data is to be passed (8 bits)

* Header Checksum: 16 bits header checksum for checking errors in the datagram header

* Source IP address: 32 bits IP address of the sender

* Destination IP address: 32 bits [P address of the receiver

* Option: Optional information such as source route, record route. Used by the Network
administrator to check whether a path is working or not.

Due to the presence of options, the size of the datagram header can be of variable length (20 bytes
to 60 bytes).

IP Addresses

An Internet Protocol address (IP address) is a numerical label assigned to each device connected
to a computer network that uses the Internet Protocol for communication. An IP address serves
two main functions: host or network interface identification and location addressing.

[P address act as an identifier for a specific machine on a particular network. It also helps you to
develop a virtual connection between a destination and a source. The IP address is also called IP
number or internet address.

Version of IP address

Two types of IP addresses are 1)IPV4 and 2) IPV6.
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e IPV4: IPv4 was the first version of IP. It was deployed for production in the ARPANET in
1983. Today it is the most widely used IP version. It is used to identify devices on a network
using an addressing system. The IPv4 uses a 32-bit address scheme allowing to store 232
addresses, which is more than 4 billion addresses.

e IPVG6: It is the most recent version of the Internet Protocol. Internet Engineer Taskforce
initiated it in early 1994. The design and development of that suite is now called IPv6. This
new IP address version is being deployed to fulfill the need for more Internet addresses. It
was aimed to resolve issues which are associated with IPv4. With 128-bit address space.

Each IP address consists of two parts. The first part (first three bytes in IP address) specifies the
network and second part (last byte of an IP address) specifies the host in the network.

Classful Addressing

An IP address is 32-bit long. An IP address is divided into sub-classes:

o Class A

o ClassB

o ClassC

o ClassD

o ClassE

32 Bits s
| A P Y O 1 | | G o [ [y [ | O Y | | I (I (O | IRangeofhust
Class addresses

A [0| Network Host :éqi%gstﬁzss.a%
B |10 Network Host :g?:gis%(.)ztsos 255
c | 110 Network Host ;gg:géos'?ztsos.zss
D | 1110 Multicast address 990,255,055, 265
E | 1111 Reserved for future use 2‘5‘2'3;5%‘3?‘5"5 255

The class of IP address is used to determine the number of bits used in a class and number of
networks and hosts available in the class.

Class A:

In Class A, an IP address is assigned to those networks that contain a large number of hosts.

o The network ID is 8 bits long.

o The host ID is 24 bitf{ long, .-, o
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In Class A, the first bit in higher order bits of the first octet is always set to 0 and the remaining 7
bits determine the network ID. The 24 bits determine the host ID in any network.

7 bit 24 bit

The total number of networks in Class A = 27 = 128 network address
The total number of hosts in Class A =224 -2 = 16,777,214 host address

Class B

In Class B, an IP address is assigned to those networks that range from small-sized to large-sized
networks.

o The Network ID is 16 bits long.
o The Host ID is 16 bits long.

14 bits 16 bits

In Class B, the higher order bits of the first octet is always set to 10, and the remainingl4 bits
determine the network ID. The other 16 bits determine the Host ID.

The total number of networks in Class B = 2% = 16384 network address
The total number of hosts in Class B = 2!° - 2 = 65534 host address
Class C

In Class C, an IP address is assigned to only small-sized networks.

o The Network ID is 24 bits long.
o The host ID is 8 bits long.

21 bits 8 bits

In Class C, the higher order bits of the first octet is always set to 110, and the remaining 21 bits
determine the network ID. The 8 bits of the host ID determine the host in a network.

The total number of networks = 22! = 2097152 network address




The total number of hosts = 28 - 2 = 254 host address

Class D

In Class D, an IP address is reserved for multicast addresses. It does not possess subnetting. The
higher order bits of the first octet is always set to 1110, and the remaining bits determines the host
ID in any network.

28 bits

Class E
In Class E, an IP address is used for the future use or for the research and development purposes. It

does not possess any subnetting. The higher order bits of the first octet is always set to 1111, and
the remaining bits determines the host ID in any network.

28 bits

There are also several other addresses that have special meanings, as shown in Fig. 5-54. The IP
address 0.0.0.0, the lowest address, is used by hosts when they are being booted. It means “‘this
network™ or *‘this host.”” IP addresses with 0 as the network number refer to the current network.
These addresses allow machines to refer to their own network without knowing its number (but they
have to know the network mask to know how many Os to include).

00000000000000000000000000000 00 0 |This host

00 G 00 Host A host on this network

111111111111111111111111111117171 1 |Broadcastonthe

Broadcaston a
distant network

Network 1111 1111

127 (Anything) Loopback

Figure 5-54. Special IP addresses.

The address consisting of all 1s, or 255.255.255.255—the highest address—is used to mean all
hosts on the indicated network. It allows broadcasting on the local network, typically a LAN. The
addresses with a proper network number and all 1s in the host field allow machines to send
broadcast packets to distant LANs anywhere in the Internet. However, many network administrators
disable this feature as it is mostly a security hazard. Finally, all addresses of the form 127.xx.yy.zz
are reserved for loopback testing. Packets sent to that address are not put out onto the wire; they are
processed locally and treated as incoming packets. This allows packets to be sent to the host without
the sender knowing its number, which is useful for testing.
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What is IPV6

[Pv6 is the next generation Internet Protocol (IP) address standard intended to supplement and
eventually replace IPv4, the protocol many Internet services still use today. Every computer, mobile
phone, home automation component, IoT sensor and any other device connected to the Internet
needs a numerical IP address to communicate between other devices. The original IP address
scheme, called IPv4, is running out of addresses due to its widespread usage from the proliferation
of so many connected devices.

What are the benefits of IPv6?

IPv6 (Internet Protocol version 6) is the sixth revision to the Internet Protocol and the successor to
IPv4. It functions similarly to IPv4 in that it provides the unique IP addresses necessary for Internet-
enabled devices to communicate. However, it does have one significant difference: it utilizes a 128-
bit IP address.

Other Key benefits to IPv6 include:

¢« No more NAT (Network Address Translation)

* Auto-configuration

« No more private address collisions

« Better multicast routing

o Simpler header format

« Simplified, more efficient routing

« True quality of service (QoS), also called "flow labeling"
« Built-in authentication and privacy support

« Flexible options and extensions

« Easier administration (no more DHCP)

IPv6 utilizes 128-bit Internet addresses. Therefore, it can support 2°128 Internet addresses—
340,282,366,920,938,463,463,374,607,431,768,211,456 of them to be exact. The number of IPv6
addresses is 1028 times larger than the number of IPv4 addresses. So there are more than enough
IPv6 addresses to allow for Internet devices to expand for a very long time. The text form of the
IPv6 address is XXXX:XXXXIXXXX:XXXXIXXXX:XXXX:XXXX:XXXX, where each x is a hexadecimal digit,
representing 4 bits.

IPV6 Header

An IPv6 address is 4 times larger than IPv4, but surprisingly, the header of an IPv6 address is only
2 times larger than that of IPv4. IPv6 headers have one Fixed Header and zero or more Optional
(Extension) Headers. All the necessary information that is essential for a router is kept in the Fixed
Header. The Extension Header contains optional information that helps routers to understand how
to handle a packet/flow. IPv6 fixed header is 40 bytes long and contains the following information.

"_"‘}/Q-l’/ "(5!"’\
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32 Bits
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Version Diff. services | Flow label

Payload length l Next header Hop limit

Source address
|- (16 bytes) —

Destination address
(16 bytes)

Figure 5-56. The IPv6 fixed header (required).

S.N. Field & Description

Version (4-bits): It represents the version of Internet Protocol, i.e. 0110.

Traffic Class (8-bits): These 8 bits are divided into two parts. The most significant 6 bits are
used for Type of Service to let the Router Known what services should be provided to this
packet. The least significant 2 bits are used for Explicit Congestion Notification (ECN).

Flow Label (20-bits): This label is used to maintain the sequential flow of the packets
belonging to a communication. The source labels the sequence to help the router identify that
a particular packet belongs to a specific flow of information. This field helps avoid re-ordering
of data packets. It is designed for streaming/real-time media.

Payload Length (16-bits): This field is used to tell the routers how much information a
particular packet contains in its payload. Payload is composed of Extension Headers and
Upper Layer data. With 16 bits, up to 65535 bytes can be indicated; but if the Extension
Headers contain Hop-by-Hop Extension Header, then the payload may exceed 65535 bytes
and this field is set to 0.

Next Header (8-bits): This field is used to indicate either the type of Extension Header, or if the
Extension Header is not present then it indicates the Upper Layer PDU. The values for the
type of Upper Layer PDU are same as IPv4's,

Hop Limit (8-bits): This field is used to stop packet to loop in the network infinitely. This is
same as TTL in IPv4. The value of Hop Limit field is decremented by 1 as it passes a link
(router/nop). When the field reaches 0 the packet is discarded.

Source Address (128-bits): This field indicates the address of originator of the packet.

Destination Address (128-bits): This field provides the address of intended recipient of the
packet.
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Extension Headers

In IPv6, the Fixed Header contains only that much information which is necessary, avoiding those
information which is either not required or is rarely used. All such information is put between the
Fixed Header and the Upper layer header in the form of Extension Headers. Each Extension
Header is identified by a distinct value.

When Extension Headers are used, IPv6 Fixed Header’s Next Header field points to the first
Extension Header. If there is one more Extension Header, then the first Extension Header’s “Next-
Header’ field points to the second one, and so on. The last Extension Header’s ‘Next-Header’ field
points to the Upper Layer Header. Thus, all the headers points to the next one in a linked list
manner.

KEY DIFFERENCES between IPV4 and IPV6

« IPv4 is 32-Bit IP address whereas IPv6 is a 128-Bit [P address.

» IPv4 is a numeric addressing method whereas [Pv6 is an alphanumeric addressing method.

« IPv4 binary bits are separated by a dot(.) whereas IPv6 binary bits are separated by a
colon(z).

o IPv4 offers 12 header fields whereas IPv6 offers 8 header fields.

o IPv4 supports broadcast whereas IPv6 doesn’t support broadcast.

« IPv4 has checksum fields while IPv6 doesn’t have checksum fields

« IPv4 supports VLSM (Virtual Length Subnet Mask) whereas [Pv6 doesn’t support VLSM.

e [IPv4 uses ARP (Address Resolution Protocol) to map to MAC address whereas [Pv6 uses
NDP (Neighbour Discovery Protocol) to map to MAC address.

Questions from Previous Papers

Discuss about congestion control in Virtual Circuit subnets.(10M)

What is multicast and broadcast(4M)

What is channelization?(3M)

Explain briefly about the shortest path routing algorithm.

What is Count to infinity problem? Explain with suitable example

With a suitable example explain Distance Vector Routing algorithm. What is
the serious drawback of Distance Vector Routing algorithm? Explain.
Describe in detail about the Hierarchical routing.

Explain about tunneling

0 Explain about leaky bucket and token bucket algorithms
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CN-UNIT - 1V

(Transport Layer: Transport Services, Elements of Transport protocols, Connection management, TC
UDP protocols) o ' G s il
THE TRANSPORT SERVICE

a) Services Provided to the Upper Layers:

e The ultimate goal of the transport layer is to provide efficient, reliable, and cost-effective data
transmission service to its users, normally processes in the application layer.

e To achieve this, the transport layer makes use of the services provided by the network layer. The
software and/or hardware within the transport layer that does the work is called the transport entity.

e The transport entity can be located in the operating system kernel, in a library package bound into
network applications, in a separate user process, or even on the network interface card.

e There are also two types of transport service, connection oriented and connection less.

o ° The connection-oriented transport service is similar to the connection-oriented network service in
many ways. In both cases, connections have three phases: establishment, data transfer, and release.
Addressing and flow control are also similar in both layers.

e Furthermore, the connectionless transport service is also very similar to the connectionless network
service. However, note that it can be difficult to provide a connectionless transport service on top of a
connection-oriented network service, but it is inefficient. It can be solved by implementing transport
layer on top of network layer.

e The (logical) relationship of the network, transport, and application layers is illustrated in Fig.

Host 1 Host 2
Application Application
(or session) Applicationtransport (or session)

layer  fiansport | interface layer

o <~ address rd |

Segment
ke |
Transport
protocol
Network = A
address Transport/netwark
interface

Netwoerk layer Network layer

b) Transport Service Primitives:

e To allow users to access the transport service, the transport layer must provide some operations to
application programs, that is, a transport service interface. Each transport service has its own
interface.

e The transport service is similar to the network service, but there are also some important differences.
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v" The main difference is that the network service is intended to model the service offered by
real networks. Real networks can lose packets, so the network service is generally unreliable.
The connection-oriented transport service, in contrast, is reliable. Of course, real networks are
not error-free, but that is precisely the purpose of the transport layer—to provide a reliable
service on top of an unreliable network. The transport layer can also provide unreliable
(datagram) service, ‘‘its datagrams,”’, there are some applications, such as client-server
computing and streaming multimedia, that build on a connectionless transport service.

v A second difference between the network service and transport service is whom the services
are intended for. The network service is used only by the transport entities. Few users write
their own transport entities, and thus few users or programs ever see the bare network service.
In contrast, many programs see the transport primitives. Consequently, the transport service
must be convenient and easy to use.

e To get an idea of what a transport service might be like, consider the five primitives listed in Fig.

Primitive Packet sent .I Meaning
™ LISTEN (none) Block until some process tries to connect
CONNECT CONNECTION REQ. Actively attempt to establish a connection
SEND DATA Send information
RECEIVE (none) Block until a DATA packet arrives
DISCONNECT | DISCONNECTION REQ. | Request a release of the connection

e This transport interface is truly bare bones, but it gives the essential flavor of what a connection-
oriented transport interface has to do. It allows application programs to establish, use, and then release
connections, which is sufficient for many applications.

Client-Server Example:
To start with, the server executes a LISTEN primitive, typically by calling a library procedure that makes a
system call that blocks the server until a client turns up. When a client wants to talk to the server, it executes
a CONNECT primitive. The transport entity carries out this primitive by blocking the caller and sending a
packet to the server. Encapsulated in the payload of this packet is a transport layer message for the server’s
gstransport entity. A quick note on terminology, we will use the term segment for messages sent from transport
cntity to transport entity. TCP, UDP and other Internet protocols use this term. Some older protocols used the
ungainly name TPDU (Transport Protocol Data Unit).

Getting back to our client-server example, the client’s CONNECT call causes a CONNECTION REQUEST
segment to be sent to the server. When it arrives, the transport entity checks to see that the server is blocked
on a LISTEN. If so, it then unblocks the server and sends a CONNECTION ACCEPTED segment back to
the client. When this segment arrives, the client is unblocked and the connection is established. Data can now
be exchanged using the SEND and RECEIVE primitives. In the simplest form, either party can do a
(blocking) RECEIVE to wait for the other party to do a SEND. When the segment arrives, the receiver is
unblocked. It can then process the segment and send a reply. As long as both sides can keep track of whose
turn it is to send, this scheme works fine. To the transport users, a connection is a reliable bit pipe: one user
stuffs bits in and they magically appear in the same order at the other end. This ability to hide complexity is
the reason that layered protocols are such a powerful tool. When a connection is no longer needed, it must be
released to free up table space within the two-t entities. Disconnection has two variants: asymmetric
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and symmetric. In the asymmetric variant, either transport user can issue a DISCONNECT primitive, which
results in a DISCONNECT segment being sent to the remote transport entity. Upon its arrival, the connection
is released. In the symmetric variant, each direction is closed separately, independently of the other one.
When one side does a DISCONNECT, that means it has no more data to send but it is still willing to accept
data from its partner. In this model, a connection is released when both sides have done a DISCONNECT.

A state diagram for connection establishment and release for these simple primitives is given in Fig below.

Connection request Connect primitive
'S-Bg-n'lfz-flf-r_ﬂfi\(_e_d_ - IDLE executed
| )
t
PASSIVE ACTIVE
ESTABLISHMENT ESTABLISHMENT
PENDING PENDING
E Connect primitive Connection accepted
Moo e | o D | S29TEN! recEVEd
i
ﬁ Disconnection Disconnect
' R
PassvE | "BeRtsmEIl | | pamitve ACTIVE
DISCONNECT |- —ccmammammmas J s DISCONNECT
PENDING PENDING
H
i
]
l\
Disconnect HLE Disconnection request
primitive executed segment received

Each transition is triggered by some event, either a primitive executed by the local transport user or an
incoming packet. For simplicity, we assume here that each segment is separately acknowledged. We also
assume that a symmetric disconnection model is used, with the client going first.

e Thus, segments (exchanged by the transport layer) are contained in packets (exchanged by the network
layer). In turn, these packets are contained in frames (exchanged by the data link layer). When a frame
arrives, the data link layer processes the frame header and, if the destination address matches for local
delivery, passes the contents of the frame payload field up to the network entity. The network entity

similarly processes the packet header and then passes the contents of the packet payload up to the

transport entity. This nesting is illustrated in Fig below (Nesting of segments, packets, and frames).

Frame Packet Segment

header header header

Segment payload

Frame payload

Packet payload
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c) Berkeley Sockets:

e Another set of transport primitives, the socket primitives as they are used for TCP. Sockets were first
released as part of the Berkeley UNIX 4.2BSD software distribution in 1983. They quickly became
popular. The primitives are now widely used for Internet programming on many operating systems,
especially UNIX-based systems, and there is a socket-style API for Windows called **winsock.” The
primitives are listed in Fig. 6-5 below.

Primitive Meaning
SOCKET Create a new communication endpoint
BIND Associate a local address with a socket
LISTEN Announce willingness to accept connections; give queue size
ACCEPT Passively establish an incoming connection
CONNECT | Actively attempt to establish a connection
SEND Send some data over the connection
- RECEIVE Receive some data from the connection
CLOSE Release the connection

The socket primitives for TCP

The first four primitives in the list are executed in that order by servers. The SOCKET primitive creates a
new endpoint and allocates table space for it within the transport entity. The parameters of the call specify the
addressing format to be used, the type of service desired, and the protocol. A successful SOCKET call
returns an ordinary file descriptor for use in succeeding calls, the same way an OPEN call on a file does.
Newly created sockets do not have network addresses. These are assigned using the BIND primitive. Once a
server has bound an address to a socket, remote clients can connect to it. The reason for not having the
SOCKET call create an address directly is that some processes care about their addresses, whereas others do
not. Next comes the LISTEN call, which allocates space to queue incoming calls for the case that several
clients try to connect at the same time. In contrast to LISTEN in our first example, in the socket model
LISTEN is not a blocking call. To block waiting for an incoming connection, the server executes an
ACCEPT primitive. When a segment asking for a connection arrives, the transport entity creates a new
ocket with the same properties as the original one and returns a file descriptor for it. The server can then
ork off a process or thread to handle the connection on the new socket and go back to waiting for the next
connection on the original socket. ACCEPT returns a file descriptor, which can be used for reading and
writing in the standard way, the same as for files. Now let us look at the client side. Here, too, a socket must
first be created using the SOCKET primitive, but BIND is not required since the address used does not matter
to the server. The CONNECT primitive blocks the caller and actively starts the connection process. When it
completes, the client process is unblocked and the connection is established. Both sides can now use SEND
and RECEIVE to transmit and receive data over the full-duplex connection. The standard UNIX READ and
WRITE system calls can also be used if none of the special options of SEND and RECEIVE are required.
Connection release with sockets is symmetric. When both sides have executed a CLOSE primitive, the
connection is released. Sockets have proved tremendously popular and are the de-facto standard for
abstracting transport services to applications.
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could be used to implement this service using the same APL. It shouldall be the same to the transport
service users.

e A strength of the socket API is that is can be used by an application for other transport services. For
instance, sockets can be used with a connectionless transport service. In this case, CONNECT sets the
address of the remote transport peer and SEND and RECEIVE send and receive datagrams to and from
the remote peer.

¢ Sockets can also be used with transport protocols that provide a message stream rather than a byte
stream and that do or do not have congestion control. For example, DCCP (Datagram Congestion
Controlled Protocol) is a version of UDP with congestion control. It is up to the transport users to
understand what service they are getting. However, sockets are not likely to be the final word on
transport interfaces. For example, applications often work with a group of related streams, such as a
Web browser that requests several objects from the same server. With sockets, the most natural fit is
for application programs to use one stream per object. This structure means that congestion control is
applied separately for each stream, not across the group, which is suboptimal. It punts to the application
the burden of managing the set.

e Newer protocols and interfaces have been devised that support groups of related streams more
effectively and simply for the application. Two examples are SCTP (Stream Control Transmission

™ Protocol) defined in RFC 4960 and SST (Structured Stream Transport). These protocols must

change the socket API slightly to get the benefits of groups of related streams, and they also support
features such as a mix of connection-oriented and connectionless traffic and even multiple network
paths. Time will tell if they are successful.

ELEMENTS OF TRANSPORT PROTOCOLS

The transport service is implemented by a transport protocol used between the two transport entities.
Transport protocols as the data link protocols have to deal with error control, sequencing, and flow
control. The differences between these protocols are due to major dissimilarities between the
environments in which the two protocols operate.

Router Router Subnet

: Physical e
) communication channel Host
(a) (b)

(a) Environment of the data link layer. (b) Environment of the transport layer.
Differences between data link layer and transport layer:

1. At data link layer, two routers communicate directly via a physical channel, whereas at the transport
layer, this physical channel is replaced by the entire subnet.

2. In the data link layer, it is not necessary for a router to specify which router it wants to talk to — each
outgoing line uniquely specifies a particular router. In the transport layer, explicit addressing of
destinations is required.
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3. In the data link layer, the process of establishing a connection over the wire is smple: the other end is
always there (unless it has crashed, in which case it is not there). In the transport layer, initial
connection establishment is more complicated.

4. In the data link layer, when a router sends a frame, it may arrive or lost, but it cannot bounce around for
a while, etc. In the transport layer, if the subnet uses datagrams and adaptive routing inside, there is a
no negligible probability that a packet may be stored for a number of seconds and then delivered later.

5. A final difference between the data link layer and transport layers is following: Buffering and flow
control are needed in both layers, but the presence of a large and dynamically varying number of
connections in the transport layer may require a different approach than used in data link layer.

Addressing

Connection Establishment
Connection Release

Error Control

Flow Control and Buffering
Multiplexing

Crash Recovery

Addressing:

When an application process wishes to set up a connection to a remote application process, it must specify
which one to connect to. The method normally used is to define transport addressing to which processes can
listen for connection requests. In Internet, these end points are called ports. We will use generic term TSAP,
(Transport Service Access Point). The analogous end points in the network layer are then called NSAPs. IP
addresses are examples of NSAPs.

Host 1 Host 2
) Server 1 Sarver 2
Application TSAP 1208 | Applications
process layer
‘b
‘\ Transport \
') Transport layer  [TSAP 1522 TSAP1836
s connection o
™ Nsap Network %,
Inyer NSAP
Data link
layar
Physical
layer

A}
. r
- -

Fig: The relationship between TSAPs, NSAPs and transport connections.

Application processes, both clients and servers, can attach themselves to a TSAP to establish a connection
to a remote TSAP. These connections run through NSAPs on each host. The purpose of having TSAPs is
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that in some networks, each computer has a single NSAP, so some way is needed to distinguish multiple
transport end points that share that NSAP.

A possible scenario for a transport connection is as follows.

1) A time of day server process on host 2 attaches itself to TSAP 1522 to wait for an incoming call.

2) An application process on host 1 wants to find out the time-of-day, so it issues a CONNECT request
specifying TSAP 1208 as the source and TSAP 1522 as destination

This action ultimately results in a transport connection being established between the application process on
host 1 and server 1 on host 2.

3) The application process then sends over a request for the time.
4) The time server process responds with the current time.
(™ 5) The transport connection is then released.

Connection Establishment

At first glance, it would seem sufficient for one transport entity to just send a CONNECTION REQUEST
TPDU to the destination and wait for a CONNECTION ACCEPTED reply. The problem occurs when the
network can lose, store, and duplicate packets. This behaviour causes serious complications. Imagine a
subnet that is so congested that acknowledgements hardly ever get back in time and each packet times out is
retransmitted two or more times. Suppose that the subnet uses datagrams inside and that every packet follows
a different route. Some of the packets might get stuck in a traffic jam inside the subnet and take a long time
to arrive, that is, they are stored in the subnet and pop out much later. The crux of the problem is the
existence of delayed duplicates; it can be attacked in various ways.

* One way is to use throw-away transport address
PN Another possibility is to give each connection a connection identifier, etc

To get around the problem of a machine losing all memory of where it was after a crash, Tomlinson proposed
equipping each host with a time-of-day clock. The basic idea is to ensure that two identically numbered
TPDUs are never outstanding at the same time.
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Fig: How a user process in host 1 establishes a connection with a time-of-day server in host 2.
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Three protocol scenarios for establishing a connection using a three-way handshake. CR denotes
CONNECTION REQUEST.

(a) Normal operation,
(b) Old CONNECTION REQUES
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(¢) Duplicate CONNECTION REQUEST and duplicate ACK.

Connection Release

Releasing a connection is easier than establishing

one.

There are two styles of terminating a connection: asymmetric release and symmetric release.
Asymmetric release is abrupt and may result in data loss
One way to avoid data loss is to use symmetric release, in which each direction is released

independently of the other one.

One can envision a protocol in which host 1 says: I am done. Are you done too? If host 2 responds: I
am done too. Goodbye, the connection can be safely released.
Unfortunately, this protocol does not always work. There is a famous problem that illustrates this

issue. It is called the two-army problem.

Host 1

Time

DATA
3]

—

ACK

——om

No data are
delivered afler
a disconnect

Host 2

——]

r ——ead

request

Fig: Abrupt disconnection with loss of data.

Two army problem

White army in valley. Blue arm in hills on either side of valley. White army can defeat either blue army in
isolation, but blue armies together can defeat white army. How do the blue armies coordinate an attack on the
™ white army? Their only communication is via messenging through the valley where messengers may be lost
(i.e. an unreliable channel).
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n connection

Fig: The two-army problem.

Blue army #1 sends message: attack at time X. Blue army #2 receives this message and sends an
acknowledgment to it. Does the attack happen at time X? No, since blue army #2 can't know that it's ack was
received. Adding an ack to the ack (three-way handshake) doesn't help, since now blue army #1 doesn't know

either.

(¥ his ack to the ack got through, and if it didn't blue army #2 won't attack, so blue army #1 shouldn't attack

You can prove that no protocol can solve this problem. Suppose such a protocol existed. The last message
sent is either essential or it is not. If it is not, it can be lost or dropped with no adverse affect. Drop all non-
essential messages. Now all messages remaining are essential. What if the last message is lost? Since it is
essential, the protocol fails. So we have a contradiction. Timers are used in practice to make conclusions

about when it is safe to drop connections.

Host 1

Send DR |- DR
+ start timer \
”//D—'R,/
Release

Send ACK %

Host 2 Host 1 Host 2
Send DR |- DR
+ start timer \..
Send DR
Send DR
Raiias ‘,.E'R’/’/ + start timer
Release .
connection .
.
.
L]
ACK .
Release Send ACK . *
connection H ('ﬁrnéoui)
release
connection

(a)

(b)

Fig: Four protocol scenarios for releasing a connection.

(a) Normal case of a three-way handshake.
(b) Final ACK lost.
(c) Response lost.
(d) Response lost and subsequent DRs lost.
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RD (DISCONNECTION REQUEST)

mError Control, Flow Control and Buffering

Error control is ensuring that the data is delivered with the desired level of reliability, usually that all of the
data is delivered without any errors. Flow control is keeping a fast transmitter from overrunning a slow
receiver.

1. A frame carries an error-detecting code (e.g., a CRC or checksum) that is used to check if the information
was correctly received.

2. A frame carries a sequence number to identify itself and is retransmitted by the sender until it receives an
acknowledgement of successful receipt from the receiver. This is called ARQ (Automatic Repeat
reQuest).

3. There is a maximum number of frames that the sender will allow to be outstanding at any time, pausing if
the receiver is not acknowledging frames quickly enough. If this maximum is one packet the protocol is
called stop-and-wait. Larger windows enable pipelining and improve performance on long, fast links.

4. The sliding window protocol combines these features and is also used to support bidirectional data
transfer.

h

In some ways the flow control problem in the transport layer is the same as in the data link layer, but in other
ways it is different. The main difference is that a router usually has relatively few lines, whereas a host may
have numerous connections. This difference makes it impractical to implement the data link buffering
strategy in the transport layer. If the network service is unreliable, the sender must buffer all TPDUs sent.
However, with reliable network service, other trade-off become possible. If the sender knows that the
receiver always has buffer size, it need not retain copies of the TPDUs it sends. However, if the receiver
cannot guarantee that every incoming TPDU will be accepted, the sender will have to buffer anyway. Even
if the receiver has agreed to do the buffering, there still remains the question of the buffer size.
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TPDUL 3
(a) L]
TPDU 4

Unused
space

(©)

Fig: (a) Chained fixed-size buffers. (b) Chained variable-sized buffers. (c) One large circular buffer per connection.

For low-bandwidth bursty traffic, it is better to buffer at the sender, and for high bandwidth smooth traffic, it
is better to buffer at the receiver.

o : ; ;
Dynamic buffer management: The sender requests a certain number of buffers, based on its perceived
needs. The receiver then grants as many of these as it can afford.

A Message B Comments
1 — < request 8 buffers> — A wants 8 buffers
g - <ack = 15, but = 4> -— B grants messages 0-3 only
g = <seq = 0, data = m0> w—— A has 3 buffers left now
4 — <seq =1, data = mi> _— A has 2 buffers left now
8 - <seq = 2, data = m2> Message lost but A thinks it has 1 left
6 - <ack = 1, buf = 3> > B acknowledges 0 and 1, permits 2-4
T . <seq = 3, data = m3> — A has 1 buffer left
8 == <seq = 4, data = md> — A has 0 buffers left, and must stop
9 — <seq = 2, data = m2> — A times out and retransmits
10 -— <ack = 4, buf = 0> = Everything acknowledged, but A still blocked
o - <ack = 4, buf = 1> -— A may now send 5
' 12 -— <ack = 4, buf = 2> -— B found a new buffer somewhere
13 —= <seq = 5, data = m5> — A has 1 buffer left
| M — <seq = 6, data = m6> e A is now blocked again
h 15 = <ack = 6, buf = 0> i A is still blocked
16 ree <ack = 6, buf = 4> -~ Potential deadlock
Dynamic buffer allocation. The arrows show the direction of transmission. An ellipsis (...) indicates a lost
TPDU.
Multiplexing g, —y J,ftj/\
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Multiplexing several conversations onto connections, virtual circuits, and physical links plays a role in
several layers of the network architecture. In the transport layer the need for multiplexing can arise in a
number of ways. For example, if only one network address is available on a host, all transport connections
on that machine have to use it.

For multiplexing the following two main strategies are followed:

1. Upward multiplexing and

2. Downward multiplexing

Transport address

Layer - a - ” 5 :

Network

4 // address

3 \/

¢ Router lines

‘s !
To router
(a) (b)

Fig: (a) Upward multiplexing. (b) Downward multiplexing.

Upward Multiplexing
« In upward multiplexing, the different transport connections are multiplexed in to one network
connection.
« These transport connections are grouped by the transport layer as per their destinations.
« It then maps the groups with the minimum number of network connections possible.
« The upward multiplexing is quite useful where the network connections come very expensive.

Downward Multiplexing

e, + Itisonly used when the connections with high bandwidth are required.

« In case of the downward multiplexing, the multiple network connections are opened by the transport
layer and the traffic is distributed among them.

« But for using downward multiplexing, it is necessary that this capacity must be handled well by the
subnet’s data links.

Crash Recovery

If hosts and routers are subject to crashes, recovery from these crashes becomes an issue. If the transport
entity is entirely within the hosts, recovery from network and router crashes is straightforward. If the network
layer provides datagram service, the transport entities expect lost TPDUs all the time and know how to cope
with them. If the network layer provides connection oriented service, then loss of a virtual circuit is handled
by establishing a new one and then probing the remote transport entity to ask it which TPDUs it has received
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and which ones it has not received. The latter ones can be retransmitted. A more troublesome problem is how
to recover from host crashes.

Three events are possible at the server: sending an acknowledgement (4), writing to the output process (W),
and crashing (C). The three events can occur in six different orderings: AC(W), AWC, C(AW), C(WA)., WAC,
and WC(A), where the parentheses are used to indicate that neither 4 nor W can follow C (i.e., once it has
crashed, it has crashed). Figure 6-18 shows all eight combinations of client and server strategies and the valid
event sequences for each one. Notice that for each strategy there is some sequence of events that causes the
protocol to fail. For example, if the client always retransmits, the AWC event will generate an undetected
duplicate, even though the other two events work properly.

Different combinations of client and server strategy

Strategy used by receiving host

First ACK, then write First write, then ACK
Strategy used by
sending host AC(W) AWC C(AW) C(WA) WAC WCi(A)
Always retransmit OK Dur OK OK DupP pDupP
L Never retransmit LOST OK LOST LOST 0K OK

Retransmit in S0 OK bup LOST LOST DUP oK
Retransmit in 51 LOST OK OK OK OK bup

OK = Prolocol functions correctly

DUP = Protocol generates a duplicate message

LOST = Protocol loses a message

If the transport entities on many machines send too many packets into the network too quickly, the network
will become congested, with performance degraded as packets are delayed and lost. Controlling congestion
to avoid this problem is the combined responsibility of the network and transport layers. Congestion occurs
at routers, so it is detected at the network layer. However, congestion is ultimately caused by traffic sent into
the network by the transport layer. The only effective way to control congestion is for the transport protocols

™ito send packets into the network more slowly. The Internet relies heavily on the transport layer for
congestion control, and specific algorithms are built into TCP and other protocols.

1. Desirable Bandwidth Allocation: It is to find a good allocation of bandwidth to the transport entities that
are using the network. A good allocation will deliver good performance because it uses all the available
bandwidth but avoids congestion, it will be fair across competing transport entities, and it will quickly
track changes in traffic demands.

a) Efficiency and Power: An efficient allocation of bandwidth across transport entities will use all of
the network capacity that is available. However, it is not quite right to think that if there is a 100-
Mbps link, five transport entities should get 20 Mbps each. They should usually get less than 20
Mbps for good performance. The reason is that the traffic is often bursty. This curve and a matching
curve for the delay as a function of the offered load are given in Fig. below.
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Figure 6-19. (a) Goodput and (b) delay as a function of offered load.

As the load increases in Fig. 6-19(a) goodput initially increases at the same rate, but as the load
approaches the capacity, goodput rises more gradually. This falloff is because bursts of traffic can
occasionally mount up and cause some losses at buffers inside the network. If the transport protocol is
poorly designed and retransmits packets that have been delayed but not lost, the network can enter
congestion collapse. In this state, senders are furiously sending packets, but increasingly little useful
work is being accomplished.

The corresponding delay is given in Fig. 6-19(b) Initially the delay is fixed, representing the
propagation delay across the network. As the load approaches the capacity, the delay rises, slowly at
first and then much more rapidly. This is again because of bursts of traffic that tend to mound up at
high load. The delay cannot

really go to infinity, except in a model in which the routers have infinite buffers. Instead, packets will
be lost after experiencing the maximum buffering delay. For both goodput and delay, performance
begins to degrade at the onset of congestion. Intuitively, we will obtain the best performance from the
network if we allocate bandwidth up until the delay starts to climb rapidly. This point is below the
capacity. To identify it, Kleinrock (1979) proposed the metric of power, where

power = load / delay
Power will initially rise with offered load, as delay remains small and roughly constant, but will reach
a maximum and fall as delay grows rapidly. The load with the highest power represents an efficient
load for the transport entity to place on the network.

Max-Min Fairness: The form of fairness that is often desired for network usage is max-min
fairness. An allocation is max-min fair if the bandwidth given to one flow cannot be increased
without decreasing the bandwidth given to another flow with an allocation that is no larger. That is,
increasing the bandwidth of a flow will only make the situation worse for flows that are less well off.

Let us see an example. A max-min fair allocation is shown for a network with four flows, 4, B, C, and
D, in Fig. 6-20. Each of the links between routers has the same capacity, taken to be 1 unit, though in
the general case the links will have different capacities. Three flows compete for the bottom-left link
between routers R4 and R3. Each of these flows therefore gets 1/3 of the link. The remaining flow, A,
competes with B on the link from R2 to R3. Since B has an allocation of 1/3, 4 gets the remaining 2/3
of the link. Notice that all of the other links have spare capacity. However, this capacity cannot be
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given to any of the flows without decreasing the capacity of another, lower flow. For example, if
more of the bandwidth on the link between R2 and R3 is given to flow B, there will be less for flow A.
This is reasonable as flow 4 already has more bandwidth. However, the capacity of flow C or D (or
both) must be decreased to give more bandwidth to B, and these flows will have less bandwidth than
B. Thus, the allocation is max-min fair.

A B 2/3 - 2/3 o : A
R1 L R3 B
B 1/3
L 13
C b |

- - 1/3 _— :C
R4 1/3 R5 1/3 R6 D

Fig 6.20: Max-min bandwidth allocation for four flows.

D

Convergence: A good congestion control algorithm should rapidly converge to the ideal operating
point, and it should track that point as it changes over time. If the convergence is too slow, the
algorithm will never be close to the changing operating point. If the algorithm is not stable, it may fail
to converge to the right point in some cases, or even oscillate round the right point. An example of a
bandwidth allocation that changes over time and converges quickly is shown in Fig. 6-21. Initially,
flow 1 has all of the bandwidth. One second later, flow 2 starts. It needs bandwidth as well. The
allocation quickly changes to give each of these flows half the bandwidth. At 4 seconds, a third flow
joins. However, this flow uses only 20% of the bandwidth, which is less than its fair share (which is a
third). Flows 1 and 2 quickly adjust, dividing the available bandwidth to each have 40% of the
bandwidth. At 9 seconds, the second flow leaves, and the third flow remains unchanged. The first
flow quickly captures 80% of the bandwidth. At all times, the total allocated bandwidth is
approximately 100%, so that the network is fully used, and competing flows get equal treatment
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Figure 6-21. Changing bandwidth allocation over time.
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2. Regulating the Sending Rate: Now it is time for the main course. How do we regulate the sending rates
to obtain a desirable bandwidth allocation? The sending rate may be limited by two factors. The first is flow
control, in the case that there is insufficient buffering at the receiver. The second is congestion, in the case
that there is insufficient capacity in the network.

In Fig. 6-22, we see this problem illustrated hydraulically. In Fig. 6-22(a), we see a thick pipe leading to a
small-capacity receiver. This is a flow-control limited situation. As long as the sender does not send more
water than the bucket can contain, no water will be lost. In Fig. 6-22(b), the limiting factor is not the bucket
capacity, but the internal carrying capacity of the network. If too much water comes in too fast, it will back
up and some will be lost (in this case, by overflowing the funnel). These cases may appear similar to the
sender, as transmitting too fast causes packets to be lost. However, they have different causes and call for
different solutions. We have already talked about a flow-control solution with a variable-sized window. Now
we will consider a congestion control solution. Since either of these problems can occur, the transport
protocol will in general need to run both solutions and slow down if either problem occurs. The way that a

transport protocol should regulate the sending rate depends on the form of the feedback returned by the
network. Different network layers may return different kinds of feedback. The feedback may be explicit or
implicit, and it may be precise or imprecise. An example of an explicit, precise design is when routers tell
the sources the rate at which they may send. Designs in the literature such as XCP (eXplicit Congestion
Protocol) operate in this manner. An explicit, imprecise design is the use of ECN (Explicit Congestion
Notification) with TCP. In this design, routers set bits on packets that experience congestion to warn the
senders to slow down, but they do not tell them how much to slow down.

YT
J Ll\._ \ Transmission

L /—:‘} rate adjustment

Small-capacity
receiver -a

Figure 6-22. (a) A fast network feeding a low-capacity receiver. (b) A slow network feeding a high-capacity receiver.
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In other designs, there is no explicit signal. FAST TCP measures the roundtrip delay and uses that metric as a
signal to avoid congestion (Wei et al., 2006). Finally, in the form of congestion control most prevalent in the
Internet today, TCP with drop-tail or RED routers, packet loss is inferred and used to signal that the network
has become congested. There are many variants of this form of TCP, including CUBIC TCP, which is used in
Linux (Ha et al., 2008). Combinations are also possible. For example, Windows includes Compound TCP
that uses both packet loss and delay as feedback signals (Tan et al., 2006). These designs are summarized in
Fig. 6-23. If an explicit and precise signal is given, the transport entity can use that signal to adjust its rate to
the new operating point. For example, if XCP tells senders the rate to use, the senders may simply use that
rate. In the other cases, however, some guesswork is involved. In the absence of a congestion signal, the
senders should decrease their rates. When a congestion signal is given, the senders should decrease their
rates. The way in which the rates are increased or decreased is given by a control law.

Protocol Signal Explicit? | Precise?
XCP Rate to use Yes Yes
TCP with ECN Congestion warning Yes No
ey FAST TCP End-to-end delay No Yes
Compound TCP | Packet loss & end-to-end delay No Yes
CUBIC TCP Packet loss No No
TCP Packet loss No No

Figure 6-23. Signals of some congestion control protocols.

AIMD (Additive Increase Multiplicative Decrease) is the appropriate control law to arrive at the efficient
and fair operating point. To argue this case, they constructed a graphical argument for the simple case of two
connections competing for the bandwidth of a single link. The graph in Fig. 6-24 shows the bandwidth
allocated to user 1 on the x-axis and to user 2 on the y-axis. When the allocation is fair, both users will
receive the same amount of bandwidth. This is shown by the dotted fairness line. When the allocations sum
to 100%, the capacity of the link, the allocation is efficient. This is shown by the dotted efficiency line. A
congestion signal is given by the network to both users when the sum of their allocations crosses this line.

s The intersection of these lines is the desired operating point, when both users have the same bandwidth and
all of the network bandwidth is used.

18



Additive increase
100% N and decrease /q-\

£ \ y _ _
_g .\é/ ,7  Fairness line
-
P
E /< . //Optimal point
~ /)(\ e Multiplicative increase
g // . _“».  anddecrease
= g 0% - .
# \ Efficiency line
0 100%

User 1's bandwidth

Figure 6-24. Additive and multiplicative bandwidth adjustments.

mConsider what happens from some starting allocation if both user 1 and user 2 additively increase their
respective bandwidths over time. For example, the users may each increase their sending rate by 1 Mbps
every second. Eventually, the operating point crosses the efficiency line and both users receive a congestion
signal from the network. At this stage, they must reduce their allocations. However, an additive decrease
would simply cause them to oscillate along an additive line. This situation is shown in Fig. 6-24. The
behavior will keep the operating point close to efficient, but it will not necessarily be fair. Similarly, consider
the case when both users multiplicatively increase their bandwidth over time until they receive a congestion
signal. For example, the users may increase their sending rate by 10% every second. If they then
multiplicatively decrease their sending rates, the operating point of the users will simply oscillate along a
multiplicative line. This behavior is also shown in Fig. 6-24. The multiplicative line has a different slope than
the additive line. (It points to the origin, while the additive line has an angle of 45 degrees.) But it is
otherwise no better. In neither case will the users converge to the optimal sending rates that are both fair and
efficient. Now consider the case that the users additively increase their bandwidth allocations and then
multiplicatively decrease them when congestion is signaled. This behavior is the AIMD control law, and it is
Ashown in Fig. 6-25. It can be seen that the path traced by this behavior does converge to the optimal point
that is both fair and efficient. This convergence happens no matter what the starting point, making AIMD
broadly useful. By the same argument, the only other combination, multiplicative increase and additive
decrease, would diverge from the optimal point.
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Figure 6-25. Additive Increase Multiplicative Decrease (AIMD) control law.

AIMD is the control law that is used by TCP, based on this argument and another stability argument (that it
is easy to drive the network into congestion and difficult to recover, so the increase policy should be gentle
and the decrease policy aggressive). It is not quite fair, since TCP connections adjust their window size by a

Msiven amount every round-trip time. Different connections will have different round-trip times. This leads to
a bias in which connections to closer hosts receive more bandwidth than connections to distant hosts, all else
being equal. In Sec. 6.5, we will describe in detail how TCP implements an AIMD control law to adjust the
sending rate and provide congestion control. This task is more difficult than it sounds because rates are
measured over some interval and traffic is bursty. Instead of adjusting the rate directly, a strategy that is often
used in practice is to adjust the size of a sliding window. TCP uses this strategy. If the window size is # and
the round-trip time is R77, the equivalent rate is W/RTT. This strategy is easy to combine with flow control,
which already uses a window, and has the advantage that the sender paces packets using acknowledgements
and hence slows down in one RTT if it stops receiving reports that packets are leaving the network.

Wireless Issues: Transport protocols such as TCP that implement congestion control should be
independent of the underlying network and link layer technologies. That is a good theory, but in practice
there are issues with wireless networks. The main issue is that packet loss is often used as a congestion
signal, including by TCP as we have just discussed. Wireless networks lose packets all the time due to
transmission errors. With the AIMD control law, high throughput requires very small levels of packet loss.

P Analyses by Padhye et al. (1998) show that the throughput goes up as the inverse square-root of the packet
loss rate. What this means in practice is that the loss rate for fast TCP connections is very small; 1% is a
moderate loss rate, and by the time the loss rate reaches 10% the connection has effectively stopped
working. However, for wireless networks such as 802.11 LANs, frame loss rates of at least 10% are
common. This difference means that, absent protective measures, congestion control schemes that use
packet loss as a signal will unnecessarily

throttle connections that run over wireless links to very low rates. To function well, the only packet losses
that the congestion control algorithm should observe are losses due to insufficient bandwidth, not losses
due to transmission errors. One solution to this problem is to mask the wireless losses by using
retransmissions over the wireless link. For example, 802.11 uses a stop and- wait protocol to deliver each
frame, retrying transmissions multiple times if need be before reporting a packet loss to the higher layer.
In the normal case, each packet is delivered despite transient transmission errors that are not visible to the
higher layers. Fig. 6-26 shows a path with a wired and wireless link for which the masking strategy is
used. There are two aspects to note. First, the sender does not necessarily know that the path includes a
20
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wireless link, since all it sees is the wired link to which it is attached. Internet paths are heterogeneous and
there is no general method for the sender to tell what kind of links comprise the path. This complicates the
congestion control problem, as there is no easy way to use one protocol for wireless links and another

protocol for wired links.

Transport with end-to-end congestion control (loss = congestion)

-Wired link Wirel link
_ ‘ [ cless
— e ‘ g.—.}——'c -------------

P

Sender

Link layer retransmission
(loss = transmission error)

Figure 6-26. Congestion control over a path with a wireless link.

The figure shows two mechanisms that are driven by loss: link layer frame retransmissions, and transport
™  layer congestion control.

Introduction to UDP

The User Datagram Protocol (UDP) is simplest Transport Layer communication protocol available of the
TCP/IP protocol suite. It involves minimum amount of communication mechanism. UDP is said to be an
unreliable transport protocol but it uses IP services which provides best effort delivery mechanism.

In UDP, the receiver does not generate an acknowledgement of packet received and in turn, the sender does
not wait for any acknowledgement of packet sent. This shortcoming makes this protocol unreliable as well

as easier on processing.

Requirement of UDP

A question may arise, why do we need an unreliable protocol to transport the data? We deploy UDP where
the acknowledgement packets share significant amount of bandwidth along with the actual data. For
example, in case of video streaming, thousands of packets are forwarded towards its users. Acknowledging
all the packets is troublesome and may contain huge amount of bandwidth wastage. The best delivery
mechanism of underlying IP protocol ensures best efforts to deliver its packets, but even if some packets in
video streaming get lost, the impact is not calamitous and can be ignored easily. Loss of few packets in
video and voice traffic sometimes goes unnoticed.

Features
o UDP is used when acknowledgement of data does not hold any significance.
o UDP is good protocol for data flowing in one direction.

» UDP is simple and suitable for query based communications. — J_(,I/CL' \
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UDP does not provide congestion control mechanism.

UDP does not guarantee ordered delivery of data.

UDP is stateless.

UDP is suitable protocol for streaming applications such as VoIP, multimedia streaming.

UDP Header

UDP header is as simple as its function. UDP header contains four main parameters:

Here are few applications where UDP is used to transmit data:

Domain Name Services

Simple Network Management Protocol

Trivial File Transfer Protocol
Routing Information Protocol

Kerberos

- 32 Bits -
1 | I 1 1 | | | | 1 | | | 1 | | 1 1 | 1 1 I
Source port Destination port
UDP length UDP checksum
~
Figure 6-27, The UDP header.

o Source Port - This 16 bits information is used to identify the source port of the packet.

* Destination Port - This 16 bits information, is used identify application level service on destination
machine.

* Length - Length field specifies the entire length of UDP packet (including header). It is 16-bits field
and minimum value is 8-byte, i.e. the size of UDP header itself.

o Checksum - This field stores the checksum value generated by the sender before sending. IPv4 has
this field as optional so when checksum field does not contain any value it is made 0 and all its bits
are set to zero.

Tipp application
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Transmission Control Protocol (TCP)

The transmission Control Protocol (TCP) is one of the most important protocols of Internet Protocols suite. It
is most widely used protocol for data transmission in communication network such as internet.

Features

o TCP is reliable protocol. That is, the receiver always sends either positive or negative

acknowledgement about the data packet to the sender, so that the sender always has bright clue about
whether the data packet is reached the destination or it needs to resend it.

TCP ensures that the data reaches intended destination in the same order it was sent.

TCP is connection oriented. TCP requires that connection between two remote points be established
before sending actual data.

TCP provides error-checking and recovery mechanism.
TCP provides end-to-end communication.

TCP provides flow control and quality of service.

TCP operates in Client/Server point-to-point mode.

TCP provides full duplex server, i.e. it can perform roles of both receiver and sender.

Header
The length of TCP header is minimum 20 bytes long and maximum 60 bytes.

- 32 Bits -

Source port Destination port

Sequence number

Acknowledgement number

TCP E|UJA|P|R|S|F
header CIR|C|S|S|Y]|!I Window size
length E|G|K|H|[T[N|N
Checksum Urgent pointer
o= Options (0 or more 32-bit words) ==

= Data (optional) o

T T

« Source Port (16-bits) - It identifieg source port of the application process on the sending device.
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Destination Port (16-bits) - It identifies destination port of the application process on the receiving
device.

Sequence Number (32-bits) - Sequence number of data bytes of a segment in a session.

Acknowledgement Number (32-bits) - When ACK flag is set, this number contains the next
sequence number of the data byte expected and works as acknowledgement of the previous data
received.

Data Offset (4-bits) - This field implies both, the size of TCP header and the offset of data in
current packet in the whole TCP segment.

Reserved (3-bits) - Reserved for future use and all are set zero by default.
Flags (1-bit each)
o NS - Nonce Sum bit is used by Explicit Congestion Notification signaling process.

o CWR - When a host receives packet with ECE bit set, it sets Congestion Windows Reduced
to acknowledge that ECE received.

o ECE -It has two meanings:

* If SYN bit is clear to 0, then ECE means that the IP packet has its CE (congestion
experience) bit set.

» If SYN bit is set to 1, ECE means that the device is ECT capable.
o URG - It indicates that Urgent Pointer field has significant data and should be processed.

o ACK - It indicates that Acknowledgement field has significance. If ACK is cleared to 0, it
indicates that packet does not contain any acknowledgement.

o PSH - When set, it is a request to the receiving station to PUSH data (as soon as it comes) to
the receiving application without buffering it.

o RST - Reset flag has the following features:
= Itis used to refuse an incoming connection.
= [tis used to reject a segment.
= It is used to restart a connection.
o SYN - This flag is used to set up a connection between hosts.

o FIN - This flag is used to release a connection and no more data is exchanged thereafter.
Because packets with SYN and FIN flags have sequence numbers, they are processed in
correct order.

Windows Size - This field is used for flow control between two stations and indicates the amount of
buffer (in bytes) the receiver has allocated for a segment, i.e. how much data is the receiver
expecting.

Checksum - This field contains the checksum of Header, Data and Pseudo Headers.
Urgent Pointer - It points to the urgent data byte if URG flag is set to 1.

g <A\ .
~ A
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o Options - It facilitates additional options which are not covered by the regular header. Option field
is always described in 32-bit words. If this field contains data less than 32-bit, padding is used to
cover the remaining bits to reach 32-bit boundary.

Difference between TCP and UDP

TCP UDP
Full form It stands for Transmission Control Protocol. It stands for User Datagram Protocol. '
Type of " Itis a connection-criented protocol, which means It is a connectionless protocol, which
connection . that the connection needsto be established meansthat it sendsthe datawithout
' beforethedatais transmitted over the network. checking whether the systemis ready to

receive or not.

Reliable TCPis a reliable protocol asit provides assurance UDPis an unreliable protocol as it does

forthe delivery of data packets, not take the guarantee for the delivery of
packets, '
Speed . TCPis slower than UDP as it performs emor UDPis fasterthanTCP as it doss not

checking, flow control, and provides assurance guarantee the delivery of data packets.
for the delivery of ' ;

Header size | Thesizeof TCPis 20 bytes, The size ofthe UDPis 8 bytes.

Acknowledgment TCPuses the three-way-handshake concept.In ~ UDP does notwaitfor any
this concept, ifthe senderreceives the ACK, then acknowledgment; itjustsendsthe data.
the senderwillsendthe data. TCP also hasthe
ability to resend the lostdata.

Flow control 1t follows the flow control mechanism in which This protocol follows no such mechanism.
mechanism too many packets cannot be sent tothe receiver
atthe sametime.

Errorchecking =~ TCPperformserrorcheckingby usinga - Itdoes not perform any errorchecking,

checksum. Whenthe datais comrected, thenthe = and alsodoesnatresendthe lost data
data is retransmitted to the receiver. packets.

Applications This protocolis mainly usedwhere a secure and This protocolis usedwhere fast
reliable communication process is required, like communication is required and does not
military services, web browsing, and e-mail. care about the reliability like VoIP, game

streaming, video and musicstreaming,
etc.
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TCP Connection Establishment (Three-way handshake)

Connections are established in TCP by means of the three-way handshake.

e To establish a connection, one side, say, the server passively waits for an incoming connection by
executing the LISTEN and ACCEPTS primitives in that order, either specifying a specific source or
nobody in particular.

e The other side, say, the client, executes a CONNECT primitive, specifying the IP address and port to
which it wants to connect, the maximum TCP segment size it is willing to accept, and optionally
some user data (e.g., a password).

e The CONNECT primitive sends a TCP segment with the SYN bit on and ACK bit off and waits for a
response. When this segment arrives at the destination, the TCP entity there checks to see if there is a
process that has done a LISTEN on the port given in the Destination port field. If not, it sends a reply
with the RST bit on to reject the connection.

e If some process is listening to the port, that process is given the incoming TCP segment. It can either
accept or reject the connection. If it accepts, an acknowledgement segment is sent back. The sequence
of TCP segments sent in the normal case is shown in Fig. 6-37(a).

st 1 HE{? Host 1 Host 2
- mﬁgmagﬂL__ ' *———E.Y_@@EQ;‘- x)
— oY) —<n
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Figure 6-37. (a) TCP connection establishment in the normal case. (b) Simul-
tancous connection establishment on both sides.

In the event that two hosts simultaneously attempt to establish a connection between the same two sockets,
the sequence of events is as illustrated in Fig. 6- 37(b). The result of these events is that just one connection
is established, not two, because connections are identified by their end points. If the first setup results in a
connection identified by (x, y) and the second one does too, only one table entry is made, namely, for (x, y).
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TCP Connection Release

Although TCP connections are full duplex, to understand how connections are released it is best to think of
them as a pair of simplex connections. Each simplex connection is released independently of its sibling. To
release a connection, either party can send a TCP segment with the FIN bit set, which means that it has no
more data to transmit. When the FIN is acknowledged, that direction is shut down for new data. Data may
continue to flow indefinitely in the other direction, however. When both directions have been shut down, the
connection is released.

Normally, four TCP segments are needed to release a connection: one FIN and one ACK for each direction.
However, it is possible for the first ACK and the second FIN to be contained in the same segment, reducing
the total count to three. Just as with telephone calls in which both people say goodbye and hang up the phone
simultaneously, both ends of a TCP connection may send FIN segments at the same time. These are each
acknowledged in the usual way, and the connection is shut down. There is. in fact, no essential difference
between the two hosts releasing sequentially or simultaneously.

TCP Connection Management Modeling
™

The steps required establishing and release connections can be represented in a finite state machine with the
11 states listed in Fig. 6-38. In each state, certain events are legal. When a legal event happens, some action
may be taken. If some other event happens, an error is reported. Each connection starts in the CLOSED state.
It leaves that state when it does either a passive open (LISTEN) or an active open (CONNECT). If the other
side does the opposite one, a connection is established and the state becomes ESTABLISHED. Connection
release can be initiated by either side. When it is complete, the state returns to CLOSED. The finite state
machine itself is shown in Fig. 6-39. The common case of a client actively connecting to a passive server is
shown with heavy lines—solid for the client, dotted for the server. The lightface lines are unusual event
sequences.

State Description
CLOSED No connection is active or pending
LISTEN The server is waiting for an incoming call
PN SYN RCVD A connection request has arrived; wait for ACK
SYN SENT The application has started to open a connection
ESTABLISHED | The normal data transfer state
FIN WAIT 1 The application has said it is finished
FIN WAIT 2 The other side has agreed to release
TIME WAIT Wait for all packets to die off
CLOSING Both sides have tried to close simultaneously
CLOSE WAIT The other side has initiated a release
LAST ACK Wait for all packets to die off

Figure 6-38. The states used in the TCP connection management finite state machine.

Each line in Fig. 6-39 is marked by an event/action pair. The event can either be a user-initiated system call
(CONNECT, LISTEN, SEND, or CLOSE), a se t arrival (SYN, FIN, ACK, or RST), or, in one case, a
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timeout of twice the maximum packet lifetime. The action is the sending of a control segment (SYN, FIN, or
RST) or nothing, indicated by —. Comments are shown in parentheses. One can best understand the diagram
by first following the path of a client (the heavy solid line), then later following the path of a server (the
heavy dashed line). When an application program on the client machine issues a CONNECT request, the
local TCP entity creates a connection record, marks it as being in the SYN SENT state, and shoots off a SYN
segment. Note that many connections may be open (or being opened) at the same time on behalf of multiple
applications, so the state is per connection and recorded in the connection record. When the SYN+ACK
arrives, TCP sends the final ACK of the three-way handshake and switches into the ESTABLISHED state.

(Start)
CONNECT/SYN (Step 1 of the 3-way handshake)
CLOSED
CLOSE/~ N
LISTEN~ | | CLOSE/~
SYN/SYN + ACK
(Step2 ,Ofthe 3-way handshake) | LISTEN
!
RST/~ } k
S s SEND/SYN P
aam SYN/SYN + ACK (smultaneous open) SN
)
]
1
: (Data transfer state)
%, ACK/- SYN + ACK/ACK __/
----------------- o (Step 3 of the 3-way handshake)
CLOSE/FIN ,
CLOSE/FIN L FINACK
4 (Active close) (Passwa‘\. close)
:_ -
P FINJACK = (; =
WAT 1 [— CLOSING e
ACK/- ' ACK/- CLOSE/FIN
FIN + ACK/ACK
FIN TIME L:ng
o LI FIN/ACK il : .
= =4 ’ i o]
(Timeout/) i
1]
ACK/- /
CLOSED | mwsicsnio umassimmias /
(Go back to start)

Figure 6-39. TCP i dﬁnacﬁon management finite state machine. The heavy solid line is. th_e- norr

.the "ent caus_ _g 1t and the acnon resultmg from It, separated by a slash i -_ .

Data can now be sent and received. When an application is finished, it executes a CLOSE primitive, which
causes the local TCP entity to send a FIN segment and wait for the corresponding ACK (dashed box marked
““active close’”). When the ACK arrives, a transition is made to the state FIN WAIT 2 and one direction of the
connection is closed. When the other side closes, too, a FIN comes in, which is acknowledged. Now both
sides are closed, but TCP waits a time equal to twice the maximum packet lifetime to guarantee that all
packets from the connection have died off, just in case the acknowledgement was lost. When the timer goes
off, TCP deletes the connection record. Now let us examine connection management from the server’s

28

g d:-"k Li- &
i INCIPAL

titate of Management & Technology For Womea
E!:rl:uﬁlﬁhlﬂmrﬁu}.mdcha& Matkejgiri(Pt)-501301
Telangane Stats




viewpoint. The server does a LISTEN and settles down to see who turns up. When a SYN comes in, it is
acknowledged and the server goes to the SYN RCVD state. When the server’s SYN is itself acknowledged, the
three-way handshake is complete and the server goes to the ESTABLISHED state. Data transfer can now
occur. When the client is done transmitting its data, it does a CLOSE, which causes a FIN to arrive at the
server (dashed box marked ““passive close’’). The server is then signaled. When it, too, does a CLOSE, a FIN
is sent to the client. When the client’s acknowledgement shows up, the server releases the connection and
deletes the connection record.

THE END
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